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49919013 Update Patch

1.1 115 Update Patch anludflagnsiniefsnveas Microsoft (lawizeanawlsiiavans)
Whefgalunsuewn Windows Update Aaidnlui Settings u3n Update & Security

w3naznAYY Start u&INNA1I Update Aliguriu

= @

System Devices Network & Internet
Display, natifications, Bluetooth, printers, mouse Wi-Fi, airplane mode, VPN

power

L G ®

Accounts Time & language Gaming
Your accounts, email, sync, Speech, region, date Game bar, DVR,
work, family broadcasting, Game Mode

Update & security
Windows Update, recovery,
backup

Z

Personalization

Background, lock screen,

colors

-
’

Ease of Access

Narrater, magnifier, high

contrast

a
Apps

Uninstall, defaults, optional

features

-

Privacy

Location, camera
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fdenluniinae Windows Update
dlonawinandantin Windows Update & agiiiuniinaeninin daifudenagvaiesienis
RGHG P PR

& Home Windows Update

| Find a setting I | Update status

@ Your device is up to date. Last checked: Yesterday, 17:23

Update & secunty
O Windows Update Check for updates ]
W windows Defender _
Update histony
T Backup
Update settings
&2 Troubleshoot
‘We'll automatically downlcad and install updates, except on metered connecticns (where charges may apply). In that
O Recovery case, we'll automalically download only those updates required lo keep Windows running smocthly.
Change active hours
@ Activation
Restart aptions
& Find My Device Advanced options 5

i For developers . .
Looking for info on the latest updates?

B Windaows Insider Program Learn more

- Jugpdmanuuy Manual (Windows 10 asidrdmaauuudaludflinaeniiaiogudd)
 dsrfamssmaniiinseezlsluths

. fafin Active Hours

. farmssamsnniemdman

. Sarndu 9

AN U1 B VW N -

. Aandmiugleyaingniandie q I5vaziduneglsing

38 n3dildeu Windows 7 fiaansiaaeunawiniu Service Packl wield 90ty AdnUy

Start -> All Programs
Microsoft Office Word 2007 3

LIME

[H

USER
ThaiTranslator
Documents
Microsoft Office Excel 2007 >
Pictures

Adobe Acrobat 7.0 Professional 3
Music

FERREO

Remote Desktop Connection 3
Computer

| Calculator
i Control Panel

Microsoft Office PowerPoint 2007 »
Devices and Printers

Acrobat Distiller 7.0 L4 Default Programs

Edraw Mind Map 7.9 4 Help and Support

o >

W ChangelllORG - Shertcut

a TeamViewer 7
4‘7 Motepad 3

» Al Programs

pE—— o

elelalaln]
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AanLaan Windows Update -> Check for updates

= DVD Maker
ows Fax and Scan

ows Media Center S [E= R

1B windaws Media Player () 8+ CeetretPaoel » System and Secucty + Windows Updute = |4 | Secrch Cantr Pase 5
£ Windows Update USER T L]
- XPS Viewer Windows Update

| Accessories Documents Check fer updates

. ArcGIS Pictures ::T::::::M g Check for updates for your computer

. CCleaner i e tms " ;-ln :n'IIrlannInlugduh—.lu erhance your compuer's sncurdy and

. DOLCAD Music Updates: frequently asked

. Emeck tor updutes
. Edraw Mind Map 7.2 ks =Rgch bor SpONE |

. ESET Computer PMost recent check for updates:  Vemerday st 15:56
. EZPCSC Reader Updites were installed
. FreeMind
. Games

Veu meave updates:

Control Panel

Get updates for cther Mutrosoht preducts. Find st moe

. GOM Player Devices and Printers
J LINE

. Maintenance Default Programs
. MapWinGIs
. Microsoft Office Help and Support
. Oracle Database 10g Express Edition
. Snaglt 8

. Startup

. VISTROM

. WinRAR

. uzy Chrome

Back

Instalied Updates

B2 \Wndows Anytinte Upgrade

n15 Update Patch 989 Windows XP %38 Windows 2003

Microsoft lavinnsesn Patch ielaymillagianizil URL

https://blogs.technet.microsoft.com/msrc/2017/05/12/customer-guidance-for-wannacrypt-

attacks/

Further resources:

Download English language security updates: Windows Server 2003 SP2 xb4, Windows Server 2003 SP2 x86, Windows XP SP2 xb4,
Windows XP SP3 x86, Windows XP Embedded SP3 x86, Windows 8 x86, Windows 8 x64

Download localized language security updates: Windows Server 2003 5P2 x64, Windows Server 2003 5P2 x86, Windows XP 5P2 x64,
Windows XP 5P3 %86, Windows XP Embedded SP3 x86, Windows 8 x86, Windows 8 x64

General information on ransomware: https://www.microsoft.com/en-us/security/portal/mmpc/shared/ransomware.aspx

MS17-010 Security Update: https://technet. microsoft.com/en-us/library/security/ms17-010.aspx

TWswnsu Patch Wulwdsuiuy EXE Aagutnean

[88 windowsxp-kb4012598-x86-custom-enu_eceb7d5023bbb23c0dc633edbblc2f 14fabeeddd.exe  5/15/2017 420 PM  Application 666 KB
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1.2 115 Update Patch wuu Manual 9nlwiéddeyaiidinmaluladasaumelddandoulils
Tuwwy DVD N39UU ftp://172.29.3.11/WannaCry Protect Fausznovuludaelng Patch
Y84 Microsoft Windows Wsiazt1a59u (64bit Wway 32bit) waz Bat file Uan1slwa1u SMBv1 (n3ed

¥
saia g

gavawsiAaaaduaastuini Microsoft ladalivayusiruanuduasUasnieusy)

=8 R
@vd » Thelnternet » 17229311 » WannaCry_Protect b < |4,H Search WannaCry_Protect o]
Organize = B v '9‘

A7 Faverites Windows 81
Bl Desktop [ File folder
& Downloads
] Recent Places Windows XP
[ File folder
7 Libraries
3 Documents
J- Music
[ Pictures Windows8
B8 videos | File folder

Windows?
[ File folder

8 Computer
‘__: Local Disk (C:)
& DATA (D) o
% DVD RW Drive (E:) My Disc 5y | MsL7-010pg

close_smbvl.bat

= Removable Disk (G:)
N My Web Sites on MSN

“_l Network

6 items

fiAgns ol

1. 9579d0UseUUUATANIS Windows  Fndunefiule wasflvuiad bit  lunsdild
55UUUHURANT Windows7 Aol Service Packl 339z¥i1n1s Patch lal

2. Copy W4 Patch wesszuuUfURNsla 9 91nusu DVD 7ilésu viemmilnanlnldann FTP
wliedes wazduidananlndifie Update Patch

3. ns@lddanudnudewasing wie Printer 19Uan1sl99U SMBVL  1me Copy  luld
close_smbv1.bat 910Ky DVD nisenifivianain FTP infinssiiedes uwazsuidananlidifioddn
SMBv1
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nsallATInaNNnaslYd Windows7 11vinn15ms1aaeu Service Pack nauyinn1s Update

Patch
ASANAY Security Update for Microsoft Windows tiatlasiudawisisananla ¥ Wannacry

1. a529@0U Windows 30y 0S agls ‘U'lﬂﬂﬁl Bit

—~—
- “[!® » Control Panel » System and Security » System ~ [ 49 ||| Search Cantroi Panet 2]
Control Panel Home L=
View basic information about your computer
[ Device Manager Windows edition
& Remate settings Windows 7 Ultimate
| System protection Copyright © 2008 Microsoft Corporation. Al rights reserved.

) Advanced system settings

System
Rating: a'ﬂmdcws Experience Index L
Processor: Intel(R) Core(TM) i5-3340 CPU @ 310GHz 310 GHz
Installed memory (RAM): 400 GB
System type: 64-bit Operating System
Pen and Touch: No Pen or Touch Input is available for this Display

Computer name, domain, and workgroup settings

Computer name: Action-Dol-PC BChange settings
Full computer name: Action-Dol-PC
Computer description:
See also
Workgroup: WORKGROUP
Action Center
Wi nrslEe Windows activation
Performance Information and Windows is activated |
s Product ID: 00426-OEM-8992662-00497 gehtine

Microsoft
Software

a189laila Service Pack 1 aglsiaunsa Update laazdudoninu

i~ .

Windows Update Standalone Installer

Searching for updates on this computer...
I

-
| Windows Update Standalone Installer M |

The update is not applicable to your computer. :]
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1. Wihn1s Update Service Pack flouil
ftp://172.29.3.11/WannaCry_Protect/Windows7_ServicePackl/

——,
@ ) w| | Ftpi//172.29.3.11 /WannaCry Protect/WindowsT/Windows? ServicePackl/ ~[ 4]

Organize »

¢ Favorites
B Desktop windows6 1-KBIT6932-K64.exe windeows6.1-KBIT6932-XE6. exe

I§ Downloads

] Recent Places

i Libraries
5 Documents
&) Music
=] Pictures

B8 videos

18 Computer
&, Local Disk (C3)
s DATA (D)
= POONA-BLUE (F)
My Web Sites on MSN

€ Network

2 items
4 3 53 B
&/ ﬁ Install Windows Service Pack
—— E_ 3
Install Windows 7 Service Pack 1
‘We recommend installing service packs as a great way to help keep Windows up to date,
and to help enhance the reliability and performance of Windows.
Befare continuing, save your work and close all open programs. The installation will take
some time to complete, and your computer might restart a few times during installation.
at you should know before installing Service Pack 1
Copyright © 2011 Microsoft Corporation. All rights reserved.
h
r

) ﬁ Install Windows Service Pack

Preparing your computer...

Cancel

a
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'\‘__'J' Install Windows Service Pack

Install Windows 7 Service Pack 1

Save your work, close all open programs, and then click Install.

l\__) Install Windows Service Pack

Installing Windows 7 Service Pack 1...

The installation might take an hour or more, Your computer might need to restart several
times during installation.

Installing: Service Pack for Microsoft Windows (KB976932)

-_— 0000000000

11849 Restart LATDILNUNLND

-

‘\‘J‘ Install Windows Service Pack

Windows 7 Service Pack 1 is now installed
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7193988U Update Microsoft

— E— S e G — « L O =
@Q- [& » Control Panel » Programs » Programs and Features » Installed Updates )
Control Panel Home Uninstall an update
Uninstall 2 program To uninstall an update, select it from the list and then click Uninstall er Change.
& Turn Windows features on or
e Organize v  Uninstall - @
Name Program Version Publisher Installed On 2
I Adobe Acrobat Reader DC (1) -
i 571 Adobe Acrobat Reader DC (17.009.20044) Adobe Acrobat Rea... 17/04/2560
Microsoft Visio Premium 2010 (1) -
f 7 Microsoft Visio 2010 Service Pack 1 (SP1) Microsoft Visio Pre. Microsoft 18/12/2558
| Microsoft Visual C+-+ 2010 »64 Redistributable - 10040219 (1) -
I 57 KB2565063 Microsoft Visual C+... 10040219 Microsoft Corperation 14/10/2558
i Microsoft Visual C+-+ 2010 »86 Redistributable - 10040219 (1) -
i 57 KB2565063 Microsoft Visual C+... 14/10/2558
Microsoft Windows (5) -
i = Service Pack for Microsoft Windows (KBS76932) Microsoft Windows. Microsoft Corporation 18/05/2560 E
7 Update for Microsaft Windows (KB976302) Microsoft Windows Microsoft Corperation 18/05/2560
7] Windows Internet Explorer 8 Microsoft Windows. Microsoft Corperation 09/02/2560
7] kB9S8488 Microsoft Windows. 21/m1/2557
7] Kemel-Mode Driver Framework v1.1 (KB2685811) Microsoft Windows Microsoft Corperation 271172557
OKI Configuration Tool Plug-in (5) ~
7 OKI Device Setting OKI Configuration ... 1623 Okidata 03/11/2559
i 7 OKI User Setting OKI Configuration ... 152 Okidata 03/11/2559
570K Storage Manager OKI Configuration ... 1014 Okidata 03/11/2559
7 OKI Alert Info OKI Configuration ... 137 Okidata 03/11/2559
7] OKI Network Setting OKI Configuration ... 108 Okidata 03/11/2559
E Microsoft Corporation Parent name: Microsoft Windows
Support link: http://support.microsoft.com/?kbid=976932

B Control Panel + System and Security » System 4y Il Search Controt Panel o
Control Panel Home . oo 3 ©-
View basic information about your computer
) Device Manager Windows edition '
& Remote settings Windows 7 Ultimate
) System protection Copyright © 2009 Micrasoft Corparation. All rights reserved.
) Advanced system settings Service Pack1
System
Rating: Windows Experience Index L
Processor: Intel(R) Core(TM} i5-3340 CPU @ 310GHz 310 GHz
Installed memory (RAM):  4.00 GB
System type: 64-bit Operating System
Pen and Touch: No Pen or Touch Input is available for this Display

Computer name, demain, and workgroup settings

Computer name: Action-Dol-PC B Change settings
Full computer name: Action-Dol-PC
Computer description:
See also
Workgroup: WORKGROUP
Action Center
Windows Update Windows activation
Performance Information and Windows is activated )

ook Product ID: 00426-OEM-8992662-00497

a
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2.9n13RARY Security Update for Microsoft Windowslual
=

Organize

1 Favorites

Dl —— - ——
» Thelnternet » 17229311 » Update Windows flzsfius ldm3unsla Wanna Cry MS17-010 » Windows7 » x64

[ Desktop

=[] Search x64
1| windows5.1-kbA012212464 2decef
Ky
18 Downloads

2al2e2058dcd9657025092992d8cd..

‘5] Recent Places

— 1| windows6.1-kb4012215-x64_a777b8
k‘ || c251dcd8378ecdafaBlacfherfa009. ..

9 Libraries
[ Documents
& Music
[ Pictures
B videos

m

1% Computer
&, Local Disk (C3)

s Local Disk (D:)
- Data (E9)

& CD Drive (G)

€ Network

m windowss.1-kb4012212-x64_2decefaad2e2058dcd965702509a992d8c4e92b3.msu on 172.29.3.11
L)

-

Windows Update Standalone Installer

Windows Update Standalene Instal

Do you want to install the following Windows software update?

Security Update for Windows (KB4012212)

-
3

2 Download and Install Updates

'EIP The updates are being installed

Installation status:

Initializing installation. .. done!

Installing Security Update for Windows (KB4012212) {(update 1of 1)...

Installing:

Tnedtnmalulagdsaumnd nsuNnu
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-

2 Download and Install Updates

L r" Installation complete
- You must restart your computer for the updates to take effect.

Restart Mow ] [

Close

E——
e —

» Control Panel

GO~

» Programs b Programs and Features b Installed Updates

v |42 [N Search Instalied U
el i

Control Panel Home

Uninstall a program

) Tum Windows features on or
off

Uninstall an update

To uninstall an update, select it from the list and then click Uninstall or Change.

Organize ~  Uninstall

Name Program Version Publisher Installed On
Adobe Acrobat Reader DC (1)

7 Adobe Acrobat Reader DC (17.009.20044) Adobe Acrobat Res... 17/04/2560
Microsoft Visio Premium 2010 (1)

1 Micrasoft Visio 2010 Service Pack 1 (5P1) Microsoft Visio Pre... Microsoft 18/12/2558
Micrasoft Visual C+-+ 2010 364 Redistributable - 10.040219 (1)

7 KB2565063 Microsoft Visual Cs... 10.040219 Micresoft Corporation 14/10/2558
Microsoft Visual C++ 2010 »86 Redistributable - 10.0.40219 (1)

[ KB2565063 Microsoft Visual Cs... 14/10/2558
Microsoft Windows (6)

i Wi 1870573580
Service Pack for Microsoft Windows (KB376932) Microsoft Windows Microsoft Corporation 18/05/2560

7] Updiate for Microsoft Windows (KB976902) Microsoft Windows Microsoft Corporation 18/05/2560

[ Windows Internet Explorer 9 Microsoft Windows Microsoft Corporation 09/02/2560

7 KBos8488 Microsoft Windows 2171172557

7 Kernel-Mode Driver Framework v1.11 (KB2685811) Microsoft Windows Microsoft Corporation 2771172557
0K Configuration Tosl Plug-in (5}

571 OKI Device Setting OKI Configuration .. 1623 Okidata 03/11/2559

571 OKI User Setting OKI Configuration .. 1.5.2 Okidata 03/11/2550

57 OKI Storage Manager OKI Configuration .. 1014 Okidata 03/11/2559

571 OKI Alert Info OKI Configuration .. 137 Okidsts 03/11/2559

571 OKI Netwark Setting OKI Configuration ..  1.0.8 Okidata 03/11/2559

Microsoft Corporation Parent name: Microsoft Windows
Support link: hitp://supportmicrosoft.com/Pkbid=4012212

1

\@398uUn1s Update Windows

a
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K91I939UN1S Update Patch va45zuuufjiins Windows usiaziiasdu

4012598
Windows Vista ;
4012598
! Windows 2003
KB4012598
I Windows XP/Embedded =
4012598 KB4018466
f Windows Server 2008
KBa0i2212 W 012215 W KB4015549 W KBI019264
1 Windows Server 2008 R2
KB4G12212 $amazis W KB4015542 W KB2019264
I Windows 7
4012213 Waoiz21e & 4015550 & 4019215
F—1 Windows 8.1
W KB4O122T4 - W aonz217 - & KB2015551 - W KB4015216
I Windows Server 2012
MS517-010 il 4012598
Windows 8 |-
| Wa012218 - @ KB4015550 - W KB1019215
Windows RT B.1
4012213 4012216 W KB4015550 W kBagiazis
[ Windows Server 2012R2 |-
4012606 - W KB4D19474
| 4013198 ‘IEIHO'IE-I?!
[~—1 Windows 10
| 4013429 & KB4019472

& 4013429
Windows Server 2016 ——

—

4012598
a012212
@ 4012215

4012214

Server Core installation option ] 0217

———

4012213

@ s012218

4013429

e
o
Lo
()]
2

Lo

http://www.idin9.com/wanna-dont-cry-wannacry/

https://www.thaicert.or.th/alerts/user/2017/al2017us001.html

https://support.microsoft.com/th-th/help/2696547/how-to-enable-and-disable-

smbv1 -smbv2.-and-smbv3-in-windows-vista,-windows-server-2008.-windows-7 -

windows-server-2008-r2 -windows-8,-and-windows-server-2012

Tned1tnmalulagd@saund NSUNAU N3, o-orce-ocos NTE15 o-aom-mbale



2. 35n15Un Service 989 SMBV1.0 (mnUaudafinasanisineu Tinlanignns Patch)
2.1 M3Un SMBv1 ia Client TuiaSosnauiiainasqulvai
n15UA SMB version 1 Ui Windows 8.1, Windows 10, Windows Server 2012 R2 uag
Windows Server 2016 Sdunousist

1. Aan Start

O e Filters ~~
) 2. fuWluges Search 11 "turn windows features" L&
est match

Turn AutoPlay on or off 3. ﬂaﬂﬁ "Turn Windows features on or off" 1N

Systemn settings
Settings
% Turn on device discovery
5 Turn system icons on or off
#% Turn daylight saving time on or off

2 Turn SmartScreen Filter on or off for apps

2 Turn automatic proxy detection on or off

% Turn the lock screen slideshow on or off

[ Turn Windows features on or off

4. 9w¥avthee Dialog Tusn @eauasluds SMB 1.0/CIFS File Sharing Support

&
Turn Windows features on or off e

To turn a feature on, select its check box. To turn a feature off, clear its
check box. A filled box means that only part of the feature is turned on,

Remote Differential Compression AP| Support ~
1 | RIP Listener
[ | Services for MFS
O Sirnple Metwork Management Protocal (SNMP)
—] [ : L T/—nln " . L P P
SME 1.0/CIF5 File Sharing Support
L
[ | TFTP Client
[ | Windows Identity Foundation 3.5
Windows PowerShell 2.0
[®] | Windows Process Activation Service
11| Windaws TIFF IFilter hd

Cancel
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5. ARNLDNATEIMINYYNDBN

&
Turn Windows features on or off (7]
To turn a feature on, select its check box. To turn a feature off, clear its
check box. A filled box means that only part of the feature is turned on.

Rermnote Differential Compression API Support -
[0 RIP Listener
|:| Services for NFS
O Simple Network Management Protocol (SNMP)
— [= [P s 115 H f | P P
[1 | SME 1.0/CIFS File Sharing Support
e TEINEL Lent
[ | TFTP Client
[ | Windows Identity Foundation 3.5
Windows PowerShell 2.0
@ | Windows Process Activation Service
1| Windows TIFF [Filter hd

6. NAYs OK Ua Restart 1A3849 1 AT

2.2 n15Ua SMBv1 s Client Tuia3asrauiaimasquLi
n15UA SMB version 1 vUuils Client TusguuuURnIsguLnT (Windows Vista, Windows
Server 2008, Windows 7, Windows Server 2008 R2, Windows 8 Wag Windows Server 2012)
fufded uu command line dvia Administrator

2.2.1\Un command prompt $aeEn3 Admin

| Accessories
lj Zalculator

w_

Open
{;H-.r Run as administratar

B2 Connectt
j Mokepad
(=20 Paink

Cpen file location

2.2.2 Sufdarolud

sc.execonfiglanmanworkstation depend= bowser/mrxsmb20/nsi
sc.execonfig mrxsmb10 start= disabled
Wa7 Restart LA309ln

(anewn: NS liiiulssaneu mudeaduduuulvignéies)
NUBLUG)

n3dl Windows X wnfitymnisléay wu Weuste Printer lailg drdfosnisenidnlidu
Fdealuil

sc.execonfiglanmanworkstation depend= bowser/mrxsmb10/mrxsmb20/nsi

sc.exe config mrxsmb10 start= auto
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n15UA SMBv1 #ls Server w3 Server juluy

Windows Server 2012 R2 wag Windows Server 2016
Al Server Manager uazluil Dashboard antiupdniiieloA3IaaviuIEgNeonAIUNN

ager * Dashboard

WELCOME TO SERVER MAMAGER

B Dashboard

B Local Server s Rernove Robes and Features Wizsrd — o )(
I-_i All Servers

7] 3 R 4 DESTINATION SERVER
s |-"'_-r oveE {_'-" Ires Erll-atseage Thrmt bl et mersas® e

B§ File and Storagd
m Hyper-V

T rermcene one or mone installed featunes from the selected server, clear their chack bees

Features Description

- e . Support for the SME 1.07CIFS fil
Sample TCP/IP Services (Mot installed b — oo
- shanng protodsl, and the Computer

ME 1.0/CIFS File Sharing Su

Sup (Mot imstalle =

SME Bandwidth Limit (Not installed) Browaer profocol
SMTP Server (Mot instaslled]
SNMP Sernce (Not mstalled)
Sa t installed)

t Client :

P Client 1

5

< Previous et Cancel

nsal SMB Client
Windows Vista, Windows Server 2008, Windows 7, Windows Server 2008 R2, Windows 8, and

Windows Server 2012

SuA1de faluil uu Command line 315 Administrator

sc.exe configlanmanworkstation depend= bowser/mrxsmb20/nsi

sc.exe config mrxsmb10 start= disabled

D819 LU
C:\WINDOWS\system3Z>sc. exe config lanmanworkstation depend= bowser/mrxsmbZ0/nsi
[SC] ChangeServiceConfigz SUCCESS

C:\WINDOWS\system3Z>sc. exe config mrxsmbl0 start= disabled
[SC] OpenService FATILED 1060:

The specified service does not exist as an installed service

Wwa2 Restart LAY 1 ASY
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YNWUD oS EvsafaInIsAuzLn TiRasadinmealulad asaumed nsunau sl
o. leUfuRmsneuiwes Wi o - beombeoo - & /8 ok, @0 138 o - bdom - mmoe
739 0 - bEREE - oxbo NIDINIANNNIUTEUUBUMBSLIN (VOIP): coo00e - m %130 000060 — 06
. AUTTUVITUABLN MBS (PUMUT) INTANN obercc-ocer AIDINTANVNIUSLUY
a & @
AUMNDILUAN (VOIP): coocoox ke coooe
. AUANTAUNA INTENY o-bEom-ceom NIDINTANNNIUTEUUDULNBSLTR (VOIP):

0000GE

wazdru1sandluanlnaenasinuiulan
http://nam.dol.¢o.th/dolsecure/Pages/AwareWannaCry.aspx
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