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" UNCITRAL Model Law on Electronic Commerce with Guide to Enactment 1996,

United Nations, p. 17
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¥Ne 2 agiiadedannsalind (e 26 - e 3 1)
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(1991 32 — N9 34)
we 4 qsnssumqﬁlﬁnmaﬁnémﬂ%ﬁ ey 3 5 )

e 5 ﬂmznssumsqmssmw&ﬁnmaﬁné (1§91 36 — 43)

> UNCITRAL Model Law on Electronic Commerce with Guide to Enactment 1996,

United Nations, p.18 para.8
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°* UNCITRAL Model Law on Electronic Commerce with Guide to Enactment 1996,

United Nations, p.19 paras.13-14
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67.
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Law on Electronic Signatures 2001.

"® References to UNCITRAL documents: A/CN.9/WG.IV/WP.88, p.35 para.101
we A/ C N . 9/ 48 3, paras . 85 a n d 8 6
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- ANFIINAT %38 UKUANNY 2 1 (Double Density)

- @M@ Genh H i gh Dens ity
Feaansautengulaaail

- Floppy Disk 211a 5 '/, i ANNYEIINAN (DSDD) thudayale

360 KB  dwummRg (DSHD) iudayald 1.2 MB

- Floppy Disk 2110 3 '/, ih ANNYEIING (DSDD) thudayalea

720 KB dmanuag (DSHD)  hudeyald 1 . 4 4 M B
S a 4 .
®  FA1nAdN ( H a r d D i s k )

s a_ o & cw = v P gy & o
g1300an {Wuaunsaluunnrayanianeasilununanaunutay

nuuuuNLAed  Geesvadlunasslavziiofe  nuduazeaaadn  aansatiuiin
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Foyalaituduumnn Weadundenutuiindayalaiiies 10 MByte dainds

lasumsusudgauduinladuivewlud (6 B y t e )

e C D - R ) M

CD-ROM %38 Compact Disk Read Only Memory Lﬂuqﬂﬂiiﬁ

tuiindayatssnnaulasgafen dagtumalasuanadisuiiasnniany

glumsiiutuiindaya 600 MB ¢ia 1 uku ukuZdsen fanvusmilauududd

d9 v < & & A a o v = o v

nlddufinwarenemlutues idudh “sen’  aslddie  Auieauanlv
o =T A I P v & ]
Fawwiuiuiindeyasnliemluldimiy - duiin

vulailel

sanewds (Software)

gandusvse Tusunsumaansas wislalu 2 Useanlug o fe

o Tdsunsuszuu (System Software)

o

o IUSLLﬂiNUSxQﬂm (Application Software)
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1. Tsupswussuu (System Software)

Wumnandhaainldaansoldinsasnaniines st

U

Useansmw wusaanilu
® | an guage S oftware
® Operating System Software
® U t il i ties S oftware

L a n g u a g e S o f t w a r e

Wuzanadwnsndsuiive ldlumswlaanuninszaedmaaly

MMeNILeaS i lhinsasnauimesumaiassnms Wy Assembly,
Pascal, BASIC, Cco0BGOTL iluiu

Operating System Software

Humarduniidautiuianelimsfinueiasaninmednssinld
0 D wezivszansmw dnldeFeniluh “ssuudfiems” wu DOS,
wW ind o w s , O S/ 2 , U N I X

sruulfiamahmhiisamaienfugunsaida YBITEUY
lulaseoningnd iy mhelssanawanan  gunsaliu-dedaye  amms
Tusunsuene q lugeilfehaiassansmwlumahoueseeinwmedliie
anwazaIn Naice deldhsruulfiams Wudideussuinadawnsiu
gldilasamaifendudadaluil Gh)

" mssemstisiulWdue: Software 699
" msdemaimiugunsaiiuteyauazianiua
" msdamsifmdumbaanud
" msdamsomlunbelsznanana

U t i 1 i t vy S o f t w a r e
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Humardinfhmbiheasulimsldaauiinaas nsehldazaniu
Tosawzlumsdamadudiaias mhaemad Nuulmdn uilu
Foya Togmhiiaduldun
" msguiladayaianun VIaUNEI
= msdnwmanulasnsievedaye
" msdemsdoyavesdar
= msthpshmasedard
" msasnuiludas

" msdemsvnieuiindeya

2. Tﬂittﬂiuﬂi:qnﬁf (Application Software)
Tusunsuigldsamusnienulosmwedonuiiglidasms Tosd
fldasldllsunsummndaniun  udlilusunsumugaedanililszana
ieliiadenfidonn  Tesgldmansoldmmesniaueesong  lumeh
Tusunsuilfild Wu FORTRAN, COBOL, BASIC, C, Pascal udu
Tusunsuiiniumadszgndldnumuammwanvazauzald

a 4 v Y g
ABNNWILABDT ET]N’]SQLL‘UQVI,G]L‘L]'L!

f. szfaw&wss’%'mxuugwuﬁaga (Data Base Management Software)

I 14 v o v Y U v
Wumendwislumumsdszanana  waziomsivdeys  naudaya
FIUIUINN 1BU FoxPro for Windows, Paradox, Microsoft Access, Instant

Database, Mini/Micro CDS/1S1S

2. #aNASANNNNENY WagandwIsUszananam (Word

Processing Software)
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2aWFLININMNNIOMSLALINUMTFSNBNETUIDNENY  MTWA LY

FALUAY LaTMINUNLBNENIVIDTIENIU 12U CU-WORD, Word Perfect For

DOS/For Windows, Microsoft Word, Ami Pro

a.  gandsmsmuwin (Calculation Software)

& ¢ 2o o
Wugandursndhednneanuazainlumsdinm Tagmmzms
Mnanidaimaiiunamsuasuulaasmen g dedayadsuulas uay

TUSUNSHUNMEITINBIANNENNSANN Data Base Management waz Word
Processor uwsauagié’aﬂ @y LOTUS 1-2-3 For DOS/For Windows, Microsoft

E X o] e |

4. gandwnsiusununsiln (Graphic Software)

gavdwshldnagd  adngl  wiamehaowhaueieg  Fung

TUsunsuansaasumwedeulmleais Wy Adobe PhotoShop,

Macromedia Firework, CorelDraw

2. FaWdwIsavSuthduanaNy (Presentation Software)

gandinsdmsuaseny weldlumsinaus (Present) Taganaaziy

MW vSamwiedaul wu Microsoft PowerPoint, Freelance Graphics

9. %amle‘ﬁm‘éim%’umuqsﬁa (Business Software)

ZANAITNTEUTUINRNILNY 12U NUTLUUTUMAIAR DUSTUIANT

a 4
YAIINTNIABNTNILADS (Peopleware)

winede  yeaeanilidnudedadumahoudmuseniowes  laun

£

. NUSINTNUABNNILADS

U
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FMNNIUMSINMTUBLUSINTNIUMN 9

2UneBALUUSEUY (S y stem Desigmner)

fimhidvuemsufidmsuensaseaniaeas iilulumueny
Gasmsmurmanshiunitanzdins sty

a.unlUsunsussuy (System Programmer)

fimhidsulusunsudfiidms (Operating System) uwazlusunsu

5’ﬂﬂ’lSLﬁirJﬁ’m§lj€l§a(Data M anagement)

v.unlusunsuszend (Application Programmer)
fmhndeu nasauuazudlsUsuuplsunsuildfiamsnu Wy ou
g3fa PDUMIINN Wudu

aamhyesnmllsunsy (Maintenance Programmer)
fmhihgsnmlvsunsy Minlusunsuszuuuaztinlusunsuyssgne
@euld Tesdaiallsunsululduay adaranmarniigesnmlsunsy

AWHBIIANIEILN) wazimaun lalusunsuiu 9

aninnuaiendays (Data Preparation Clerk)

fmhnlumseseadayalieglugduvuneeniwasonld wu e

a S Y v < <) v
ue3 WNWEZINIULLNLTIN wWueu

%615 1Usun s ( U s e s )

< ¥ o o o < v v
WuehineldsunsunideuaFauarnnldny

v

dayalunanfiomas
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msldlusnssuenag Turaniiwes asinendesnudayaatuuiney
Tagndayazailomdlulunaniinasasgnuiasviaglussuuaagiuaes  du

UsENBUMEAILAULNENFDNG AD 0 NU 1 Y lunNeaNiiLeasasEan
@282 0 %38 1 Uu ) N “Ua (bit)” LazL38NAILEY 0 1158 1 NSEINU 8 LAY

“lud (byte)” useaznanlen 1 byte WhAU 8 bit U

0 %58 1 1 U6 (bit)

11011100 1 Tud (byte)

wil aiimsmuuemusasidnesgiudmsumsidiaagiudas fa 0

waz 1 tamvuaunuAmngsue 85 waxssendld wu @ “gansan’

Fauanle Gail
" 9nus “s” QU “ 1 011 1000 "
"ogszceqzunuer 1 1 0 1 1 0 0 0 "
" gnus “n” QU “ 1 01 000 0 1 "
" 9nus Y upueg “ 1 1 0000 1 1 7
" gnus “u” QU “ 1 10000 0 1 7

gary M “gInsI”  Asznaumenguey 0 uar 1 aNnN

 sfamenlneitlalu Microsoft Windows 95 Thai Edition.
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1.12 ssuulAIazngAaNiILeas (Computer Networks)

v ]

LA3BINLABNINILADILAANINNFUILATBIABNNILADTAILG 2 LATDITY

1 mnaawnnuaysslanilumsd wiasudayadiannsaiing

SLUULASDINEADNNILADI NI ILUNMINTLHENNYDIMSLTONGAD

ssninaUnsalFasnsanansoutaldiily 3 Yssianeai

L ocal Are a Network (L A N)
sruuedathsuuuiiiniueiaienaniamasiiimadandagunsol
?iam{luszazmﬁﬁwﬁm%ﬁmmL%flumiuanl,ﬂﬁ'auﬁagagq Fhue3oehedld
Tumianuane g mwwznq'ﬁqLﬂuszwm%mhmmuﬂﬂ (Close Network) %

RILTAY

—
~

STUUBUNTILIIR ( I n t r a n e

20 et v L, ™ a 3 Pt
ﬂilW‘j ﬂnm@qwamqa, WlﬂIuIaElﬂE]NW'JW]Bi LLasaIduULnNe, (ﬂ?\inW"’lZ HLa e

gm%"u, 2544), ¥ 165.
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Metropolitan Area Network (MAN)
Wuszuueiaenaniinaszmnae lugasauaguiuiinnnssuy
WIBBUUY LAN  1A3a2neHitinannmsidanaauadin3atngnaniteasiuy

L A N A6 2 LA3BINELTNOIENY

W ide Are a Network (W A N)
Huszuuadathenasiimadisvunalng  Ussnaudessuueiass
ABNTILABSIILUY LAN uazta3azhenanfiamasuuu MAN fuiusaadas
sansoasauaquiuildlussdulsana  viassdulon wamdluszuuiedache
wuulla (Open Network) ssuuweIaineduwasiiio (Internet) Aluszuu

LA DANBLUU W A N AUNY
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= Vv a o = .
1.1.3 mmaﬂLﬂaﬂuwaa‘gamqmaﬂmaunﬁ (Electronic

Data Interchange)

msu,anLﬂﬁlﬂuﬁagamqﬁt?ﬂnmaﬁné w38 EDI lumsfiadana
wiathaguuuuwile weduluil e.6.1960 Tasudsnlulsanaanigaiamle
ihssuuduenmsiiiudayadidnnsaiindinldlumsdensdudoauiim
daanlaimsnudiatusswinguiissnaumsgamunssaduitadvue
sUuuunasyurasdayadinnsaiindiazlfaadedemstu dnfienlddu
msde-3uenmshmnludids luisuena lumfudud wasenssaue

Tagmwzagnadelumsiuismsngamnsiiiaiduasaeaandum

Customs
Thai Airways ! End User
Counter
i, Service
. Internet Airport .

Excise
Department

Revenue
Department

International
Seaport Airlines

VAN I
. f Counter
o Service
BOI . PSTH

! End User
Department of | .
tagtulasianaspulumsuanildsudayadidnnsaiind ndun
gansuiulunindszinaag 2 sUuuy 0

feTunawenalygaddorinisanbiannieiing w.a.2544 | 81




1. EDIFACT (Electronic Data Interchange For Administration,
Commerce, and Transport) 514L“TJum(ﬂig’luﬁﬁ’lWuﬂ%uiﬂtlawﬂszﬁ’m’la
United Nation Economic Commission for Europe Uszanadl a.@. 1985 1l

wnaspulumsuanildsudayedidnnsaiindilduanuisuuasldfuash
uwsvangluniviede wazelsy

2. ANSI  X.12 dumsmuuamnassiumsuaniadsudayo
Sulnnsatindfituueaiulas ANSI W38 American National Standards Institute
Wwinespuludszemauauasnvile uaziBuaud

Uszleninlasunsdindmsih eDI anld wu aaaldhelumsddiays

[
=

wazladayafignassnnzy  limsiadedemslunguinimsanasiulvld

E D I FINTONLENANETY  UazEANNUNNMULNENTaUITTI W

msdadulafivseansmwannisay
=~ [] a S <
1.1.4 szuuL@IdNgaULtNaItén (Internet Network)

M  enaimll
szuuLesangdumasuinuustuunIangAaNiIm a5
Tvaiiiieduainmsigandaniazioae ldhasduwuy LAN w58 WAN

PUAIDNYNMIEAY N IHATBIABNRILABSUUAIU ) hIaeMlanaanse

Aadadoansiule
p— -
m
= 2
EEEEEE R
111 | [T 11 g 1]
[T
| 11177
VU

(B
%
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Togiadasnaniinaiudaznisfidandatuiniahedumasiinas1s
ANAITULBIMITOINIUULLTEIRY (8n) TCP/IP %38 Transmission Control
Protocol/Internet Protocol LLa::Lﬂ%'mﬂaNﬂlL@lafﬁagﬂutﬂ%aﬁwaumaﬁﬁm
sxdasilvanelasseiireuaieiy vieRiEenh IP address fisznaudas
LBFILERY 4 %0 gAns 8 0 (el (BvaNEBaN IP address 9fimna 32 To
doanivarnuazanlumslfnuldfimsules 1P address fegluszuy

aargudaailuszuuaagudu 4 LOLTULHY

IP address = tauguaad 4 70 ) az 8 Uin = MLAFIUTU 4 70

11001011. 10010110. 11110011. 10110011 = 203.150.243.179

Msaae1saelNIANT

MsdpanIae IP Address

Fulilaaanaanang IP address Nanuuannzy M llyazain
gamsnaaning o9ty Jledmsmvuasaniiluamsnusiva lFununingia
IP address lagBanganldunui “Towuuy (Domain Name)” aauulay

W NAadeniudanesuaaervang IP address 28NLA3DIABNTNILADTUULEY

fadunewen oy gaddiorinTsansBianniaiing w.a.2544

202.44.204.36 203.150.143.179
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TauiunazlsenaunIetaLAIIABNINILA DS RIGERY AL
NDIDU #olowusae wazinlauy AIDENaLAY

msFandastuueiainedumesiieiniudasdegunsal

Wugudn q loun tessseaniiees luen salnsdndd lasonss
STUU
duwmasiiiashumsliuimszegliusmsdumasiiia (Interet Service ite.ne teC-‘Y
P r o v i d e r %@ | S P )
H2LA3D9ABNNILADS
Faiasaneniaady #a!

mil lumsiendaniaiedumasiiinazligunsaidanydnadia
windudueanimasussnnuiklglumsaavdunenaz@ansenin
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Domain



AaNIABsAsIiNAUABNIIWBsENIATaIne  HuAa  gunsalRatdums

( R o} u t e r )

aghalsAou msaNaanueIazhedumasitininums

Wendalagrumsliuimszasgliusmsdumesifionse 1P udluunsdin

adlumsiendanuiaiatedumasiiinlagase (Direct Internet Access) 1ag

laishumsliudmszesliudmsdumasiile unilumsiandanuszuy
wsaihedumasifinlaeihenuuassy wsaaaumsAnm Hludu

& A

yanNNMSEaNGdanudUmasLEnNnaNINTeuEN UM

AAGDIENINATRINBNN N BSLINTIY nEuiimsUszgnd liinsldudns

duwasdinchuszuulnsaniiadalame TaaSannaluladiiin WAP
138 Wireless Application Protocol Naanseldlnsdnyidietazanna
futesainedumasiiialeloglidaiadeladn (MODEM) uwas

e lnsAniuLdn

-~ [ a [~}
@) UselamivasnIazngdunasiin

SEUULAIDANLLUU

L

A

Lf‘immmﬂ%mimaumaﬁﬁmlfﬂuLﬂ%miwmséamiﬁmamqu
fayanasnnunnlihlulsamavdelulon  waniihuedemeiiinegnudi
Uszansmmwannang  waziissnnuseTeniuniumsvasedathedumasifion

Tnugldidumesidaianiuatnanailusseznasudy
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Uszlantiuaansathadumasitioivaraysens wu lalumsas

4

sanInediannssilndvsadaanudiannsaiing AnwAuandayan

Y
= '

unasdayasn g filegiduduoumnn  Tdlumssunnrueiaine wisldly

u

Aamsou 9 LNBANINUULT

waztilalimswannUseanSawuaaniathedumasdinanniiy
aulutlytiuaninsaldieseteiisnneansazmnlumsUsznavgsianmsm
EULASTNEBUWMBSLE VSaNEan “Msiwdingdannsaiing” (Electronic

C o} m m e r c e ) Tames

1.1.5 aenygdannsaiing (Electronic Mail)

smnedlannseilng vianGenh e - ma il wwiugluuums
fanadaansonlsznnvidldeIethedumasitiniiatislimsaanadaas
FEWINYAAATAIN UATINSETY
NS UNIUTE NN TENAA VNS IS LATANNINE

dnnseilndusr Tesundlumsdsaavanasssuaiy  gavazeasiinsszye
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Y Y

wasfogoasysu lumsdwaananadldnnsalindnidudeniu figavazdasssyd

agvSuannInediannsaiinduu

Y
v

Noguay]

awazesulussuueSatieduessiionunizani e-mail

address L“U'L!somchai@hotmail.com

e-mail address (W3suaiioudeynna waihu wazhiaglumsds
ANNIYFITNGD  e-mail address AzUsenauems Bayld (User Name) wuaztia

IﬂLNuLuN(Domain N a m e )
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M58 E-mail address

1

somchz

%ar{ﬂﬁl (User name)



masaannedannsadindiusadialdlusunsalumasuds 7
Uagiuiilusunsuvanezilaivhmbilumsdiuaziuvanminediannseiing wu

Netscape Mail, Microsoft Outlook Express %38 Lotus Notes uau

(1) {liymm‘ﬂ"&' E-m a i | a d dr e s s
ilasnniiannmsseanalulaiimsadedomsiitmhes

Lingads authgiumsaadedamslisuiiuivedasiinswumhiu viasii
flasdaefinduintou  mansonssinldihueiasnesiinmaslihasiumads
VINBBLENNTDNANG  (e-mail ) MSFUNUENUTZUULASBINE DU LML
aaulal Wudu
Hymiszmswiliigdaiiaiimsldmalulagmssaansiaas
ndaAIainAaNIIADS Aemssryamuiiesyaaaiiimsiadedods

HNMBENEUMTTUMIERaVINEBLENNIaind (e-mail ) aznsulaadialshn

yanagananlamnmmssaninananiilozadlan NELlBNNINTEUY
(P30

a PN~ a v i & v

sumasiliaduszvuiloyarsaninsahiwnale a  #ilevaddanile
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Microsoft Outlook Express

1 ol i vt e
oen] | | (oo | E3ca | | BV [ 48 1 B K | Sl i OBAGIO

Netscape Mail



n. dymmsszydyaeaids uazsudayadidnnsaiindwia
aawsnediannsaiing
Tayitansanidalunsd@iiiii e-mail address wostliuzms
free e-mail address lumsanaszaldyamannausmsasing uwazlasu e-mail

address uwazfidagigamslvdayade g nuyaeasmnsansandaanuiili

@

Tasasanuanuuaiala Wasnhgliuims Free e-mail Lifimsasagay

v £

ayananasnsanasluluamsdouniandeni Register udagnle

GIUU YARBAULGEIENINTOYD e-mail address lavanaialug L
Uimadennu inzmslvdayanulliuims Free e-mail address 2133z8in3
Unia wislidainaasifiamamasudianauNyszms

ilayanamansafiagil e-mail address lavaedelunandeniu
inliAailamlumsssydyanah 51289 e-mail address Huuradaudauiiu
yasaladuul  Bvlunsdiimsfadademstudeaavanedidnnsaindiuiv

msfadedemssznieyaaailirewunhiuandey

v =

gadu  Tumshgsnssumedidnnsaiind  Fednduiacdaaidl

NanMszaeYAAaNay (Third Parties) NaNFUTBIANNNGIINUUDIGN AN

M3
ad a g o v a v a e @ o a
gInssnmeBannsaiing wiamsldinalulagihinigaiinessudmyanaiitdu

J N o

Anstifanan wu aediaBedidannsadind (Electronic Signature)

e

Meiiatofda (Digital Signature) viawealuladgtimw Huau

2. dammsszyanuiilunsdaniamslasudagaddnnsaiing
wiaaavanadiannsaiing

Jamindeadnuszmsnileasmsidieseiedunasidiolums

o a

Mgsnssunediannsaiind  Aemsszyhamuiledeamunimsds  mMasu

v a g

Foyadannsaiing tiasnnnnmeluladiasaunanneInuiSaaamsaens

u

€

v a s

Sudayadiannssilndninaznszhrhuszuuedatis  Flutagiulawanv

U
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amnsodendetussuiaeeiildlumsaadedemslduinldidumsliuen
Uszine fonsolsuimasendessuueiahaldaiioutuaglutszne

andhaghaizu Tunsdifigusznaumsdlutsanalngyimsdade
masnsanlaslddayadidnnsaiindiauarhdyaniugusznaumsaludszne
Ju werlunsdifigsznaumsdlulsamalnaldiedaspaniinmasnsziihin
sesnudetayadidnnsaiindliiugussnaumsdlulsznadulusasiouias

lehhamsdszguilszinedny. - nedesnsdifiazfiohiimsds mssudays
dnnseilndiiedululsundla uazHazaIMIs  wiamslasudaye

diannsaiinduilaudunsdiusnuialal
gany  iezdatynluGawaimsssydaunlumsds  Mssu

4 a g

doyadiannsafindniiezulumshasnssumedidnnsaiing AYVINEN

U

13

ufludashmuandnmafenduaanuiiidaimsds madudeyadidnnsaiing
finn ToenananllunsdifigdauasdSudayadidnnsaiindlifimsanasfiuiag
Gonamuitlaidufiiiinsds wiemsiudayadidnnsaiing Iidahldnmsda
vdalasutayadidnnsatind o hmsnusasfiy wngnsdifanuihas
nunanswiilidauisiifenuduiusivgsnsaniunniige maliaanse
ssyldhamuihmsnulafienuduiuslndiemnniigalienimsds  was
lasudayadidnnsaiindiuiidninnulvy weslunsdiilifamuinmanu 7

Tidainduiegiluanuiivhmsde  wiamslasudayadiannsaiinduy  ~

2

va 1 v a

" panmspassnwsznsUaAndegsnssumediannseiing we. .

anes 23 GuudgddeyauazgFudayaazldanasiuliifiuegnau madide
mssudayadiannsaiind Iidahldds o ivhmsnuuesgdedays wisldsu o ivhmsnu
YK UTBYA LA IUANTE]

Tunsdifidetayaviagsudayaiiihmsnuvansuwis Iudaieiihmsnui
Wendaanniigafugsnsauiiuduivhmsnuieusslemiminssanils uidliminan
mnualihgsnssuiudedasiuihmanuuwislainniige aaaminnulwiy
aowilitldsuvidedsdayadidnnsaiindiiu
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lunsdiganandweu laihgusznaumsauatlngazimsdinia
I@5utayadidnnsaiindinussuuiadonglusnsiouinagivssndla Aasia
hesznaumsamaslnetinhmsds  vialdsudayadidnnsaiindluanuili
inmsnuzasgsznaumaiiues Taglismilsdiamuiiidayadidnnsaiindiu
laimsds 3B lasUAUaZe 9

udlunsdififimsds  viamsSudayadidnnsaiindlosshugunsal
dinnaniindeneduuanmilannmsliszuuneiinges wu mds wisdy
dayathumslnaay Tnsiind Tnsans thuesldlilsduiundnmsitlidehms
dv vialdsudayadidnnsaiindifiedy o souimsnuuesiduioya via
sosfFutaye wnuilasnndiulddanmsddioys  viamsldsudaya

adnnsadindiudeduila

2) msﬁhuasms%’uﬁagaﬁtﬁﬂmaﬁnﬁ'

lumssaniamssudayadayadiannssilndloamsfiadams

AaNTILMB U UULATaTh ey Mansanserhleviansds Ly
" mswanidsudayadidnnsaiind vieszuudile
(Electronic Data Interchange: EDI)
" Jaumnediannsaiing wSadwa(Electronic Mail: e-mail)

" Msaunnlanaussningana Wi ICQ

Tunsdinliunngihmsnwuesduayavdeiudays lidaerdunagundiy
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Because on the Internet, no one knows you're a chicken!

myszyiyaaaiianuhdyaieiidarnugnwuviaanuiuiinsy
Redunnmanafidduiussuinyans  dadnilaymlumsssydvdoiudu
Fyaaatuiazutan Fnesulumsfadadamamedumesifiolagld
enInedEnnsaiing (e-mail) Feazvaliusmslalashennuladndlalls
vimsldwinanms  agalsiow masaldusmstuuihludumsasiasueld
vipwail e-mail address Livaliauiidoussilagivmunsarmmsiadadomsiy
yanazuldmedumasidaiy astnualiimsasnzieulosgainsuald
uimsdaslineasdaainmfuauadduuuunasuiglivimsialiion  udd

lifimsasagauimynnanian g uNeazdsnnNgNeeYaelayeues

fadasudasila daiu Saanafienudulldhdadameldusmaaalidoya
ilinssmuanaduasividaligndasiiuld il armwnshidadufmdy
szuuannlasaselumsfiademedidnnsaiindniamnzlivssamdlidaya
duyanssssaugnilawelaglildiuayane w lunsdifiimsuauvdadnie
doyalUldlesinou Wudu
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xn Hotmail HSon Y j

Hotmail Registration

Profile Information

it
g 2 B S [ s
[T eee—— - ]| (4 €590 || i | S

mwduladeasianliusnmslunsly e-mail w3

ezl ldnulawidayeiinilawen lashinssnvaniwanaiduaia

aany  Msszymyanaia iiiaanuenuhiyananaulssadas
Aodadeanuiuyaraauiuais  Bdeuase  FedAgegedsdamswann

a ga

mazddldanseling  eauddaymesnandlaimswannismsnaglalums

= T A Y

szynIntiududiyana uazmsszumyanalaangaisnilinde mssmmeiiats

3

b

o & '

oUWy uatilawannmsnemalulagnmuihlulna AGudmsweann

'
a4 ac

meilatedidnnsaiindimansolilumsssysiyanaldwiuiidudandums
amefiafaviiaiuiasssnnzasudosyanafimeduiiuanduiy G ms
Susesamuzmangvanszasaeiietedidnnsatiindiayudadulihio
fumsiiateniameiiunasyaraiunetudalaimsnanliudlusduiini

221 waniiugnlumswannmaluladiiiaszymyana

vanmasmanalulaglumsszydiyanauunanninainyan

Wugu 3 wan 48 loun

“© Benjamin Wright and Jane K. Winn, The Law of Electronic Commerce 3“ ed.

(New York: Asen Law & Business, 1998), p.3-10.

122| gudinalulafdidnniafinduazaeniaiaaiuiami




= @

n) &3 (something you know) nangd IFMstududiyana

v Y ' oo
Y @

HRWYARaNATIITa UL YARITIgNATIRFB U NN SN UEN LY

A5I9FBU 1BU M5 MESHaRIU (password) sHaUsEdeN (personal certification

m u m b e r : P | N )

7) §0H (something you have) wanega ﬂ’lﬁﬁq@lﬂa%ﬁgﬂ
andauavmldduiuiiyana Wy dasdsshamwinnulumsiuiinom

@n-2an UM SINOULAIIY UASENSNMSA (smart card) WaUALOU

wiwdn ( m a g n e t i c c ar d ) ey

) dandu (something you are) wangdamslgansasiame
YDITIYAAD UM INTINFD UL HGNIGIYAAS Fnldamaaauiniiy
wealuladizinw wu seiilie (fingerprints) aue (iris) 1de9 (voice prints)

Y3DaNHUTYDN D N A RIpTLAT

[ % ¥ a o a 4
2.2.2 m's'smsnmwﬂaamﬂﬂawagamaﬂmauﬂa

wantisnnvaniugiuanada 2.2.1 fndumldlumsszydiyana
wan mmﬂaamﬁ'ﬂumsﬁqunssumqSLéﬂmaﬁﬂa"‘lugﬂwmﬁaaﬂa
a g P & & a < oA oo W v a Y & v
dannsetindg  Nlludnuszeunilendanedndclumsasnenuaulalvnu
ihgsnssumedidnnsaiind  waziidudageinisdamsnannmaluladiy
MIszymyAna Mssnmenulasassusdayadiannssilndg wiseanlaidu
49

5 Usems 9T

“ Tudrrmdmnmsuesatuiseandly 4 dsemswiniy madl Teglisin “ms

muanmsinde Hemeudadla Tdsag Bert-Jaap Koops, The Crypto Controversy : A

Key Conflict in the Information Society, (Netherlands: Kluwer Law International, 1999),
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Y

n) MITLYMYAAD (Authentication) tWeEUEUMIUAAAEEN

3

N Y Y Y a

wianasNTaNadlannsaiing

U

[

2) MIMUANMILINETN (Access Control) Fayanalianis

a g

yanazeiansuialasuananawhiulumsihivdayadidnnsaiing uay

a

Tasnuilviyaaatslifianivielilasuayanahidayadidnnsaiing

) M33NHIANNAY (Confidentiality) tivailasnuiiliynnaz

1y a1 v

lilasuayanavialifiandsudayadiannsaiingle

a g

3) anugnasInsuiIuLesdayadlannsaiing (Integrity) iive
Hasfuiliimadounas udly vhas wieaedayediinnsaiindaulos
lilasuayana

) M3taanumsufiasanusuie (Non-repudiation) Wie
Uasduiilfdadayansarsudayalfrashauliladamialilasudaya
diannsailng

223 ﬁ'(mmm'smqmﬂTuTa?laaTﬂ%ﬂumsszqﬁmﬂﬂa

NavaniuPULazaNNAaEInuranaNNUaanNEadaLa
dannseilndnnanmluds 2.2.1 waz 2.2.2 dneu dradamIwan
walulaginldlumsszymyens  Fenadaunenmszeanalulagadel

e 3 sty Mt

p.38; Benjamin Wright and Jane K. Winn, The Law of Electronic Commerce, p. 3-12 to 9-

1 3
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(1) waluladinsuauwsindn (Magnetic card) Wiaaasmnise

(smart card)50

Tasansnmiawanniuinloswouusimdniiled (chip) %38
mhetufinenuiifmdudedlitios siwhy uasiunueny  Tastszani
dlddeuslomilumsiume i lldszuupudeyonasaoniimes
wazlsslemilumanauiulumsinmanudasaserasssuudayainszasiue

iiigyanailasuayanawhiuid e

dafirastnsansmmsads mansaldnulaszain  wasdhede

myed  uarlidasldgunsolednedudheie udiidedeasiiiilomaiiyana

auazainsaaiuasihsviasnulylsle Tumsldnudsdasssiaszalld
swaEh il owe varhiasaansnmiagayme
@2 walulafighaw ( B i o m e t r i ¢ s )

“malulagithmw Wumaluladisiionilanlslumsszydiyana

TagdenanMINUFIUYBIAN BULAWENNMENNYBIUAIZYAAD Y

M3 ldaraianwiia (Finger Print)

msﬁ'uﬁnﬁﬂwmﬂmwﬁwmmguﬂ'

* Fwrnaniiesd atunmindiessor ldmulad “Uasine, nedudiesaay,

Awinaniiwas, AnWAST 4 (nJawmw: TsefinWnaInsunyInends: 2540), wih 127
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MsUUNNANNIIWBILEEN (Voice Print)
mwéﬁaEh\‘mﬂml'uamﬁmﬁmﬁgmtﬂamﬂué‘hta’u

mil waluladdimwivazulasansaenehinwesiyaea
MmeIsmamediannsaiindlvagluglrasddnauazdmuneaninlaslvien
tuiinanudluansasnuaimyanadiizesansus nedinuny

(3) walulafinIsdNSHAURIIMEINITNSLTNTHaaU

(Cryptography)
walula@imsihsviaaunsainemsmsidnsviaau
tusmiuiinfundudadalsiy  Wennnnwndadmduiugulums
SmneanuisaassuasdayadidnnsaiinduasanniFesinauieilaaty &
nanadunszuraumsnadiamanslumsinsviadu (Cryptographic

Algorithms) Tagmsasndnagluguidnys anvse ey vsadnanuoila )
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v v

UM wazSENENIUT “Nayua (key)” wazld “naua (key)” dutas (Hunaln

danlums “nsva” uay “0DATNH"

v
v oA

o mawidmaniiugulumsmenudnlainanmsms

e
Tumshenuhlaiugnedinemslumsihse
t sudludesihenuhlamdwivansmduiudiienui dudetunenia
Tumsehuazoaasia aulaun
“N15L8199d (encryption)” ag “N130aAIKE (decryption)”
“Mshsia’ wineds  mawlasdaananiadaya
didnnsaiindguniliiewld (plaintext) Wagludnguuuunilsidsuuiasl
nndindeeulale (ciphertext) & “M3aaasia’ vanatemsulasdaya
5LﬁnwsaﬁﬂﬁmngﬂLLUUﬁLﬂﬁﬂuLLﬂaqlﬂawntﬁu (ciphertext) 1 Tvnauluaglu

v oy v a g a2 a a X
suzesaaNUuIBYBYadIanNIBlndsULUUENABUMSIURBULUSY (plaintext)

Key
O:
Plaintext Ciphertext Plaintext
—P > I
Encrypt Decrypt
System A System B

Source: Secure Electronic Commerce,

Warwick Ford and Michael S. Baum, Prentice Hall PTR, 1997
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dwsunszumataulumsulasdayadiannsaiingd

4 Y o v a o a ga 1 M v qu J « ¥ % .
sulaiudayadiannsafindnenlilaazfisend “mshsia (Encryption)
o ad A ¢ v g Y o ad a a1 v
wazmsulmdayadiannssiindnaulvagluglveasdayadidnnsaiindneula
BeAn ‘mseeeswd ( D e ¢ r y p t i o n ) "

“NYUI ( k e y ) »

o 1 « ” P o W v 0y =l
MN “naua (key) guunalndaalumsihsianse

v
v a

apasRaNY AraSNIUMENSTIIUMSNadiamdasisnaulosdaludd uaz
lauaanwszarvazaglugluas dnws 8nvsz diay wisdwansallaq dle iy
D3K7EF8CO9FE98A4B58CB2A57FD814BF78BC3D98B15FESA

4FABEB33C2F5D569FFB4A0012CF16EDA45CEF79AA5F1D3
AF7D9B46CF711CE84DEAO11BF8A2D75F9CA701AD4B8A9F

éh “gayua Tudidedaluann “oaua” Wuean g dwsuldly
uinauamll  udafidend “noua’ mwwi"’m’a'mqﬂs:mﬂ"‘lumsa%wﬁyum
Tumslfhswalasuwlaswaemuviasamisdanauinlale (plaintext) TWaglu
gﬂwaﬁm&aﬁL?mmaﬁnﬁ%qémlﬁlﬁ'ﬁadmlmﬁﬂa (ciphertext) wazlumsly

iivenaasialaamhitlumsulastaenuiisulildudesluidila
Joguszanduasis piulvaglustuasdaenuiiswldvdommnsndlalade

Joguszandoaeden du mehousas paue’ Teevinlddaanutiudiu
anuduiendedumstlaliliyansduldsudviahdmiadila  waraanso
Tilaenudurasdaenutiuldadratumaitasansuld  Sahaaduiinoas

msldi “NIYUA”

”»

nyuan ( k e vy p a i r s )
“NEYUAA”  UENDUMENYUITDITNNFTNIUINNITBNY
MIENTTLIUMINMNAANNFNSTFINT “SzUUIHaLULDENINGAT" laanyuaz

WiHGENd “Nayuadiuen (private key)” @uBnNGENT “NauIsII0NE
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(public key)” MANEENGINAUNNZANBUEMIINNUDBINYUINITBIINT

]
I~ <

g nande “nauadiud’ uu Tdlumsasuneiistedinaiiiaszynie

]

Bududiyana s “nyuasonsne’ uuldlumsanaseuaisiiele Aava
nayuanEpsn e dunwsantuitulunguanianudunusiulud

asInzidadldmugiuane 4

‘Myuadum ((p ri v oate k ey )"’

v

NINEANNEN naywanlflumsawanaiiaradana
‘Myuaaasze ((p u b 1l ic key)”
NINEANNEN noyuanldlumsasasaumeiiazadana

o szanssuunsnsid

va 1 ¥ P

* wadnluhansenstydihaemeiieteddnnseiing w.e. ...atuSundnms
Toaazsgaues diotufl 1 4 dhnaw 2 5 4 3 newasiimssamanmsTiidhiune
waznmineian uluatuiaatuiu Ideefinslisdenah «gauag mnsenuh nyus
duduaznauammsasluszuusiduuuaaNINg s ldaatulasizmsiilinau
dudiienudiuslunmeadiamansiunauammsnsludnuasininsaldnguanssas
anasauldhmeiiodaaialdaviulasldnguadudiuniala Fangranavans
UszmaRmmvualilungvanawiu Electronic Transactions Act Uszinadealus Tu Article 2
Taldfienan “key pair,in an asymmetric cryptosystem, means a private key and its
mathematically related public key, having the property that the public key can verify a
digital signature that the private key creates;” 730 Digital Signature Act 2a3Uszing
waide Ty Article 2 %ﬁlﬁ‘lﬁ’mmﬂmﬂwﬂi “key pair means a private key and its
corresponding public key in an asymmetric cryptosystem, where the public key can verify

a digital signature that the private key creates;
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aghalsiony Imenmsmshsviatuduiusaddiunaln
mahouees “naua” feeiuldeglugluesdayadiannssiing wszlums
whaviaudazasianaldnyuaiissuadudeniavareinaeingussasanuly

[

Fehldmnmnsausndszimesamsihsiamudnunyuaiivhinlgle ail

STUUMSENTHAULVUNYUITNNINT (Symmetric Key

Cryptosystem)

szuumshsiauuuananasiiumsuhsialesldnayuazng
endulumadhsvawasoansia

SEND ME |:> TFOE NF %

MONEY o NPOFZ
f] LAY

(Secret Key, k=1)

Plaintext Cipnhertext
SEND ME TFOE NF
MONEY <:| NPOFZ <)£
NUIAY

(Secret Key, k=1)

MwudasszUUNsENYauvunuIananes lagligasnsuhsisadieie
Taanwua lWidaundyrusmwainguaadni luneen 1 dumis
Fazladamnuiarnhiaan wialisnsaihlaanunanale
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msidhswaLuuaRanasiioasumsthsiaethehe L
fvuaiiesliioundyzuzaanludn 1 duvis nanifa M “aguang” wn
Boudumimwdmzly 1 @ Aesusngduded agquer  wnudh
‘agving”  andlumahdeyadidnnsaiinduuusssnm  Whaidlasmsudas

o &

Foyauulveglusuitlicninsosulddemsldnnuananidenduviagns
iWenfurhunszumsmeadiamansislumadaiaussoaasiaiioutas
fayadidnnsaiindiisnlildliifudoyedidonsatindield  daiu (dald
nualumshswaudidasduaunguaiiliugiuanihededadldnaua
aonideiulumsneasia  wasdasiimsifuneandeadmfunaualiiu
anuduiieamalanadenasdayadidnnsaiing  nsdifilaivszasdliynnai
muvdayanssuldsrisunnuhnaualulslumsiiseulasmsitlawmedayali
anssaaulasug

aghalsiony ssuumsihsvauuuanInesiided fe 21aan
asliimsdhaiawuuhe 9 Wy msdeundurus viensanimsldmalulad
Fudautiu madhswauuuiifasheliainsadhsauazoanaialdna udf
idodamnsdaanasliiimadisiauuuhe e liyaradusildhe
Ltazslunsﬂﬁﬁm{tﬁsxuuqngLLaﬁaxﬂizauﬂcywﬂuei”mmau%mﬁmmiqtyLL'«J
wzlumslinguaiiadhsiauaznansiaiuasdadlinauasudendu gads
nauaisdausiliyanasunnudialdlumsnaasia Famsaziduny
yaravasauialdhuiuiaaszdalitfatymlumssydyans msuang
anugnuvieanNSuRaiesunnmahgsnsaluaduly Gy Tasmly
Tumsldnaualussuuannasiuiniimsahmnyuaiuwuudmiuauaaseuld
s Gelumnniivaseu dlidasmslinauaniufdaslinguavmenan

Hhdnnuinndieenuadasiuazazmnlumsldnuamiunsdiidos

fadadamsfuauiiuinnunn wu eudeudadeiuasdadldnyuanuas 3

ISR

WUy TINNeaUdiansdila 6 @ TINNYUATNEN 6 uuy Au 100 AuAzapald

u
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nyuwadinunn  nssiedammnnmnedemusndusulumsudmsiams
nayuaziiiduiinunn

SEUUMSENTHAULVUNYUIDANNINT (Asymmetric

KeyCryptosystem)

sruumshsiawuuaansnasiumsiinuazoansvialosly
nuadasaen  nauatanilfishais  Sndawilviednaenwildlilums

POAIWE i lglumsinsiasaadulitduenudu daenan ldlums

) "o 4 < Y [ ' ] <~ Y v v S Y Y v

paasvidliaaanuliluenysunaadale (W39 18N UNUN Lo WAL
ToqUszad)

nuafiahetivasadtiundantudenh  “nauag
(Key Pair)” #hanlalumsihswaidans “NEYUATIUG (Private Key)” audn
alflumsnaasviadan “nayuaassne (Public Key)” LLaxIﬂﬂﬁ?lﬂQiyttﬂ
msasudandnwianiuuaiasiisnuas bimilousy  Salunniy ms
dhsviauazaaasiia mnldnauadadmiu aslilduadadddndmildaa

FUINNTDNNUYNHUTR U NUsEaA lumsih W Tg

Haya jj CF13DB89

a a 2
atannIduUnd
nywamasae  SHADIBBI
(Public Key)
Plaintext Ciphertext Intarnat
iaya !ii
a g * a 2 CF13DB89
atannIduUnd
S 34AD98B9
neyuaFEIUEN

(Driviata Ko\

MUUFAITZUUM SN THIULVUNYUIDTNIIN
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Fatiwaamsldsruunauag da gaeaaaenyuaiuan
tegLienuasiuuaieanauasiudmzatauliiluauauy dunaua
mesaziuimnsanliunheviadawslldlasdowelugudayanas
fusznaumsiuses visluszuueiasmansnziveliyaaadudauiilesild
Gadatuau  Suilumsdedeiatasiifatulussuuannasifenfuszuums
Jamsuazudmanaua wismndasmsdaanaswianiuasmeiiata faanso
inldlaglFnauadudlumsdhsvsiudeanuiidasmsdaaiunszuums
dg (Hash Function) ud lumeiladananaselundaniudaanuidaimsas
Fonifuimninsmhgauemssasiiweunslilesdawmsminsoasagey

v
aa ¥ o

lad meileedinaiiluvadlas uasdaanuidungnuasuudadluniala

224  anfiatenanauazmalulad PKI (Public Key

Infrastructure)

Pnfugmasmadsiauuuaannaslasafanauagilimiioudy
Tumaidhsiauazoansia wazmsld “gauadudy lumathsisiliesasdy
duddylumssdumeiiatedidnnsaiindussnmmilsifiealdiumlEanh
“meiiatenana (Digital Signature)” Lﬁ'aﬁuﬁ'ué”sqﬂﬂa LLaﬂﬁqnuumﬁmTNwﬁq
fidenh “NEYUITTITOUE” lumsaaasigsaimhigdalumsanasaud
yars aunmefuinaasmadenmaluladih “maluled Pki” vl naln
mavouees “malulad PKI® lussuuswauuvaamnasussnauietunay

Gail

'
A aa o

(1) mMsasaeiazanana

(M) Mmsannuad (K e y P air s )
AauMIas Moz N NUABIINTITNNYKIG

FuandeiaumanIzuIumMsnMIadinmans lagidnueenyuagasasununyua
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wsnFenh “nauadiudd”  Liiduanusuiialiaueevhtuainsaldngua

dulaudgiden anciulunsdivasmsuausnnaliyaeaduldvialunsdives
fifyaratedasnszimatuyanaisnnanssinmsuny wazlagundinmsiiu
o " ' o $ g o o e < s s 52 1 «

Snw “nayuaduay”  uuninastuiinuaziuliluaansmmsa * s “naua
sonsme” nasdawelilussuugudayaveussnaumsiuses (Certificaton

A uthority) wialdmansaasadaudiyanalalasds

nayua

eD.

nalpmamalulad

CA
k‘ nayuan R
\ /
NY v/
NaUAFIITMY NYUIEIUE

< ¥ R ' ' v g Yy o o
MnuaaamstiunauadlaedeiGendy ‘aauadiuarinulinuguald
UInsuasineiGend “nauaasrsay’ Aawslaagilsznaunisiusas

52 | a ' =6 v = < @ Vet [ < 1 o
wu Salds  ndld wesineldes  Adalwlissuumsdanunauasiuaily

Fsnmsa
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() PuUMAUNISHETYIaEgas (Hash Function)™

Tumsasnaeiiazadidnauu uananzaeiinyuaguad

ool v 1 o

reuadnmefiatediianiitunauddnlumandoyaddnnsaiindigdeiaya
UszandasaslviungSudayahindnaumenssuriumsneadinmans
(Algorithm)  #igan “HUABUMSIUEY (Hash Function)”™ Wi One-way
cryptography VED) One-way hash function™ Lﬁ'aziaw‘%aﬁﬂﬁﬁaga
adnnsedindiufiomnadnasduasinlihedemsmunameadiomaniuasns
Jodvligsudayaludumaudell  wadwsildnnduaeumsuay i lild

iauaise (Message Digest) FAVNAENAIUAZAIT (Fixed Length)

u

Y o o g
wnasiduaTaadaclddiinau oyasianmIvung
31801 PuIUMUE)  5101(UIN)
1.ANAILODS 10 300,000
2.103asfiuwWianans 1 60,000
3. Tudu 5 5,000
AU HASH FUNC

u
329SHN9&@LM483WAC&B8RB7S2*
@TKC9VM!%D8QI62*XM

idayadildnnsafindudiwiand

o 4
dayafigndas i 3
. Message Digest NN ANNYIAIN
(Message Digest)

mwl,l,amﬂ'umaummmm%asiaﬂﬁ'ay‘aﬁtﬁnmaﬁﬂﬁ

® fwvipaniees atunuladiesaay ldmulen “deftuwuuway’, wih 67
54 & v v
LiN9819%T 6 7

* United Nations Commission on International Trade Law Working Group on
Electronic Commerce, Thirty- eighth session New York, 12-23 March 2001,
A/CN.9/WG.IV/WP.88, p .19 para.40

fedunaweznalygaddorinisanbidnnieiind w.a.2544 | 135




(@) PMsEsNaeNatanaIna

wasnnuufihnauas umnhmshsvanudayad

R . s P ° ¥ a g a ¢
ugznsnday (Message Digest) gawduisnazinmsulasayadiannsaiing

v
“

v & Y g 4 A aa o - . P aaw & g =
wau liiluaeiiaaddna (Digital Signature) wazmeiiaBaddvianufas
aNB@WIENFNAUSAUTDYAUEY  WazNYUITIUAN NaMAe NNATINYaY

wamnIanmuadumdsuwlaslunnidn seiliatediveanlanaziasuula

anuluane Meadatafanadelaiilamarinuias

329SHN9&@LM483WNC&8RB7

* 1o &3 ! o
S2*@TKC9VM!2D8QI62*XM ! ! NULAFINT

Hananigntan(Message Digest) v o
o Lnd H4R28GB...

V47R7GF1E7D5J7D4105TR7Q : ]
1X5B7U1DH87HD4F9W8G4 NNYUIRIUMARNLN

. sWanudayangndae

analadanane

'
A aa o

MNUFINNTUADUNTI I8N TNV

aa o kg

winameiiodeddiaudy wenduasiazimsi
mefiafaadvanldiuliuulhedaanuiaglusunesdoyadidnnsaiindiia
TadaliugSudeyadely wasiiadssdamilumsasadaudyanalasind
gondnsFazgnaalusunsaliuuunuammsnsuarlususesnguamsans

pasgaadayaluiudayadidnnsaiindnwsanmsansiioddnace tiaau

demnuaNsudaya lumsnsadaumaiiatafanany

aFsEUaIMAIa I TnOIY

18T uwmihg)  neum)
1.AaNNIABS 10 300,000
136 2.1p3asRNWLaN®S 1 60,000
3.Tuidn 5 5,000 | doyad@nnsaiind

V47R7GF1E7D5J7D4105TR7Q
8| 1X5B7U1DH87HD4F9W8G4 TB

€

pol]
2D

A A
aNyNDUD
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version number
certificate serial number

signature algorithm identifier

* Gary C.Kessler, An Overview of Cryptography, ‘smaztﬁﬂmﬁ'mﬁu auﬁulé’ﬁ
http://www.garykessler.net/library/crypto.html v38 Diffie, W. and Hellman, M. E., "New

directions in cryptography." IEEE Transactions on Information Theory, 22(1976), pp. 644-

6 5 4

7 ghathangranauntszmandvuaiennuinasgulususasleun Section 7
224 Information Technology (Certifying Authorities) Rules, 2000. UszinaduLde, Section 24

224 Electronic Transactions (Certification Authority) Regulations 1999 Singapore ey

* |TU-T Recommendation X.509, June 1997, Adopted August 1997.
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issuer's name and unique identifier
validity (or operational) period
subject's name and unique identifier
subject public key information

standard extensions

certificate appropriate use definition
key usage limitation definition

certificate policy information
other extensions

Application-specific

CA-specific

‘ﬁaﬂ : An Overview of Cryptography Tng Gary C. Kessler
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o4 9 2esluSuseelilu Digital Signature Regulation 1998% saanmuanaly

Digital Signature Act 1997 w38  Information Technology (Certifying

* Section 37 38
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* Thomas J. Smedinghoff and Ruth Hill Bro, Moving With Change: Electronic

Signature Legislation as a Vehicle for Advance e-Commerce.
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(n) ﬂgwmal,m'l,mu:hﬂ”'mamﬁa%'aSLﬁnmaﬁnﬁﬂmawﬂs:mma
Article 2 laldanunanglih “Electronic signature” means data in electronic
form in, affixed to, or logically associated with, a data message, which may
be used to identify the signatory in relation to the data message and indicate

the signatory’s approval of the information contained in the data message;66

(2) Electronic Transactions Act 1998 waeUseinadanlusle lw
anuvanglily Section 2 1 “electronic signature means any letters,
characters, numbers or other symbols in digital form attached to or logically
associated with an electronic record, and executed or adopted with the

intention of authenticating or approving the electronic record”

(A) Electronic Commerce Act of 2000 2a3UsznanNaUTudle b
anuvanglily Section 5 1 “Electronic signature” refers to any distinctive
mark, characteristic and/or sound in electronic form, representating the
identity of a person and attached to or logically associated with the electronic
data message or any methodology or procedures employed or adopted by a
person and executed or adopted by such person with the intention of

authenticating or approving an electronic document.

(1) NYVINEENIFDLNIN NaNAd Electronic Signatures in Global
and National Commerce Act lalianuvinalily Section 106 11 “The term
“electronic signature” means an electronic sound, symbol, or process,
attached to or logically associated with a contract or other record and

executed or adopted by a person with the intent to sign the record.”

GGIUWQ http://www.uncitral.org/ ...
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*" References to UNCITRAL documents:., A/CN.9/WG.IV/WP.88, p.27-28 para.75
ez UNCITRAL, UNCITRAL Model Law on Electronic Commerce with Guide to Enactment

19 9 6 , p ara.53 a nd paras.56-528
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Ibid., A/JCN.9/WG.IV/WP.88, paras.127-131
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" fetenguineanlszmaniimsiyaiduntyadil laud UNCITRAL Model

Law on Electronic Signatures 2001 Article 9

fadunewen oy gaddiorinTsansBianniaiing w.a.2544

159




1Hleiienasaiden (One-time certificates) w3alususasiinegndumne
dmsumslanumahgsnssunienuidesise uanainilananeanum
damnuaienumihivessznaumssusasimvuaiauasldudieeny

luSusaaiinmumamnzldmalulagniinnulasadegeriy ”

254 anuiNdada (M6 2 9 )

untaadmumnen 29 Juundydafimvuaiaduszuy 35ms
LLazqﬂmniﬁL%'aﬁalm"lumﬂﬁu%ms %ﬁLﬂuwﬁ'zycﬁaﬁta%ummﬂ 28 (6)
Iifemudamuanndy mil nannasimuanen 29 Tdyaadadent q
Wlumsinsananmhdais  suhldienumngsasd  enmhdsie
(Trustworthiness) ﬁmmﬁm‘ws;juLLazuJﬁﬂuLtﬂaqlﬂmuu%wwmmiaaﬂ
TuSuses "
Tumsinsand ssuu BMsuasninennsuanale 9 2a9
sjﬂsxﬂaums%’usmﬁmmﬁu%'aﬁamu A5 28 (6) N3alai ﬁuag’ﬁ'uﬂﬁa

fane LU

]
=~ v

(1) FNUMWINMIRU YAIINT wasdunsndniag

u

(2) AMMWLBITEUUESAISUas TN LIS

" References to UNCITRAL documents, A/CN.9/WG.IV/WP.88, paras.137-141
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Law on Electronic Signatures 2001 Article 10
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UNCITRAL Model Law

on Electronic Commerce
1996

with additional article 5 bis as adopted in 1998

Part one. Electronic commerce in general

Chapter 1.
General provisions

Article 1. Sphere of application*
This Law** applies to any kind of information in the form of a
data message used in the context*** of commercial**** activities.
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* The Commission suggests the following text for States that
might wish to limit the applicability of this Law to international data
messages:

"This Law applies to a data message as defined in
paragraph (1) of article 2 where the data message relates to
international commerce."

** This Law does not override any rule of law intended for the
protection of consumers.

*** The Commission suggests the following text for States that
might wish to extend the applicability of this Law: "This Law applies to
any kind of information in the form of a data message, except in the
following situations: [...]."

**** The term "commercial" should be given a wide
interpretation so as to cover matters arising from all relationships of a
commercial nature, whether contractual or not. Relationships of a
commercial nature include, but are not limited to, the following
transactions: any trade transaction for the supply or exchange of goods
or services; distribution agreement; commercial representation or
agency; factoring; leasing; construction of works; consulting;
engineering; licensing; investment; financing; banking; insurance;
exploitation agreement or concession; joint venture and other forms of
industrial or business cooperation; carriage of goods or passengers by
air, sea, rail or road

A rticle 2 . D e finitions
For the purposes of this Law:

(a) "Data message" means information generated,
sent, received or stored by electronic, optical or similar means
including, but not limited to, electronic data interchange (EDI),
electronic mail, telegram, telex or telecopy;

(b) "Electronic data interchange (EDI)" means the
electronic transfer from computer to computer of information using
an agreed standard to structure the information;

(c) "Originator" of a data message means a person by
whom, or on whose behalf, the data message purports to have
been sent or generated prior to storage, if any, but it does not
include a person acting as an intermediary with respect to that data
message;

(d) "Addressee" of a data message means a person
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who is intended by the originator to receive the data message, but
does not include a person acting as an intermediary with respect to
that data message;

(e) "Intermediary", with respect to a particular data
message, means a person who, on behalf of another person, sends,
receives or stores that data message or provides other services with
respect to that data message;

(f) "Information system" means a system for
generating, sending, receiving, storing or otherwise processing data
messages.

Article 3. Interpretation

(1) In the interpretation of this Law, regard is to be had to its
origin and to the need to promote uniformity in its application and the
observance of good faith.

(2) Questions concerning matters governed by this Law which
are not expressly settled in it are to be settled in conformity with the
general principles on which this Law is based.

Article 4. Variation by agreement

(1) As between parties involved in generating, sending,
receiving, storing or otherwise processing data messages, and except as
otherwise provided, the provisions of chapter III may be varied by
agreement.

(2) Paragraph (1) does not affect any right that may exist to
modify by agreement any rule of law referred to in chapter II.

Chapter I1.
Application of legal requirements to

data messages

Article 5. Legal recognition of data messages

Information shall not be denied legal effect, validity or enforce-
ability solely on the grounds that it is in the form of a data message.
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Article 5 bis. Incorporation by reference
(as adopted by the Commission at its thirty-first session, in June
1 9 9 8 )

Information shall not be denied legal effect, validity or
enforceability solely on the grounds that it is not contained in the data
message purporting to give rise to such legal effect, but is merely
referred to in that data message.

A r t i c | e 6 . W r i t i n g

(1) Where the law requires information to be in writing, that
requirement is met by a data message if the information contained
therein is accessible so as to be usable for subsequent reference.

(2) Paragraph (1) applies whether the requirement therein is
in the form of an obligation or whether the law simply provides
consequences for the information not being in writing.

(3) The provisions of this article do not apply to the following:
[ .

A r ticl.e 7 . S ignatur.e
(1) Where the law requires a signature of a person, that
requirement is met in relation to a data message if:

(a) a method is used to identify that person and to indicate
that person's approval of the information contained in the data
message; and

(b) that method is as reliable as was appropriate for the
purpose for which the data message was generated or
communicated, in the light of all the circumstances, including any
relevant agreement.

(2) Paragraph (1) applies whether the requirement therein is in
the form of an obligation or whether the law simply provides
consequences for the absence of a signature.
(3) The provisions of this article do not apply to the following:
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(1) Where the law requires information to be presented or
retained in its original form, that requirement is met by a data message
i f :

(a) there exists a reliable assurance as to the integrity of
the information from the time when it was first generated in its final
form, as a data message or otherwise; and

(b) where it is required that information be presented,
that information is capable of being displayed to the person to
whom it is to be presented.

(2) Paragraph (1) applies whether the requirement therein is in
the form of an obligation or whether the law simply provides
consequences for the information not being presented or retained in its
original form.

(3) For the purposes of subparagraph (a) of paragraph (1):

(a) the criteria for assessing integrity shall be whether the
information has remained complete and unaltered, apart from the
addition of any endorsement and any change which arises in the
normal course of communication, storage and display; and

(4) the standard of reliability required shall be
assessed in the light of the purpose for which the information was
generated and in the light of all the relevant circumstances.

(5) The provisions of this article do not apply to the

following: [...].

Article 9. Admissibility and evidential weight of data messages

(1) In any legal proceedings, nothing in the application of the
rules of evidence shall apply so as to deny the admissibility of a data
message in evidence:

(a) on the sole ground that it is a data message; or,

(b) if it is the best evidence that the person adducing it
could reasonably be expected to obtain, on the grounds that it is
not in its original form.

(2) Information in the form of a data message shall be given
due evidential weight. In assessing the evidential weight of a data
message, regard shall be had to the reliability of the manner in which
the data message was generated, stored or communicated, to the
reliability of the manner in which the integrity of the information was
maintained, to the manner in which its originator was identified, and to
any other relevant factor.
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Article 10. Retention of data messages

(1) Where the law requires that certain documents, records or
information be retained, that requirement is met by retaining data
messages, provided that the following conditions are satisfied:

(a) the information contained therein is accessible so as to
be usable for subsequent reference; and

(b) the data message is retained in the format in which it
was generated, sent or received, or in a format which can be
demonstrated to represent accurately the information generated,
sent or received; and

(c) such information, if any, is retained as enables the
identification of the origin and destination of a data message and
the date and time when it was sent or received.

(d) An obligation to retain documents, records or information in
accordance with paragraph (1) does not extend to any information the
sole purpose of which is to enable the message to be sent or received.

(2) A person may satisfy the requirement referred to in
paragraph (1) by using the services of any other person, provided that
the conditions set forth in subparagraphs (a), (b) and (c) of paragraph
( 1 ) a r e m e t .

Chapter III.
Communication of data messages

Article 11. Formation and validity of contracts

(1) In the context of contract formation, unless otherwise
agreed by the parties, an offer and the acceptance of an offer may be
expressed by means of data messages. Where a data message is used
in the formation of a contract, that contract shall not be denied validity
or enforceability on the sole ground that a data message was used for
t h a t p u r p o} S e

(2) The provisions of this article do not apply to the following:

L]

Article 12. Recognition by parties of data messages
(1) As between the originator and the addressee of a data
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message, a declaration of will or other statement shall not be denied
legal effect, validity or enforceability solely on the grounds that it is in
the form of a data message.

(2) The provisions of this article do not apply to the following:

L]

Article 13 Attribution of data messages

(1) A data message is that of the originator if it was sent by
t h e origimnator i t s e lf

(2) As between the originator and the addressee, a data
message is deemed to be that of the originator if it was sent:

(a) by a person who had the authority to act on behalf
of the originator in respect of that data message; or

(b) by an information system programmed
by, or on behalf of, the originator to operate automatically.

(3) As between the originator and the addressee, an
addressee is entitled to regard a data message as being that of the
originator, and to act on that assumption, if:

(a) in order to ascertain whether the data message
was that of the originator, the addressee properly applied a
procedure previously agreed to by the originator for that purpose;or

(b) the data message as received by the addressee
resulted from the actions of a person whose relationship with the
originator or with any agent of the originator enabled that person to
gain access to a method used by the originator to identify data
messages as its own.

(4)Paragraph (3) does not apply:

(a) as of the time when the addressee has both received
notice from the originator that the data message is not that of the
originator, and had reasonable time to act accordingly; or

(b) in a case within paragraph (3)(b), at any time
when the addressee knew or should have known, had it exercised
reasonable care or used any agreed procedure, that the data
message was not that of the originator.

(5) Where a data message is that of the originator or is
deemed to be that of the originator, or the addressee is entitled to
act on that assumption, then, as between the originator and the
addressee, the addressee is entitled to regard the data message as
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received as being what the originator intended to send, and to act
on that assumption. The addressee is not so entitled when it knew
or should have known, had it exercised reasonable care or used any
agreed procedure, that the transmission resulted in any error in the
data message as received.

(6) The addressee is entitled to regard each data message
received as a separate data message and to act on that assumption,
except to the extent that it duplicates another data message and the
addressee knew or should have known, had it exercised reasonable care
or used any agreed procedure, that the data message was a duplicate.

Article 14. Acknowledgement of receipt

(1) Paragraphs (2) to (4) of this article apply where, on or
before sending a data message, or by means of that data message, the
originator has requested or has agreed with the addressee that receipt
of the data message be acknowledged.

(2) Where the originator has not agreed with the addressee
that the acknowledgement be given in a particular form or by a
particular method, an acknowledgement may be given by

(a) any communication by the addressee, automated or
otherwise, or

(b) any conduct of the addressee, sufficient to indicate
to the originator that the data message has been received.

(3) Where the originator has stated that the data message is
conditional on receipt of the acknowledgement, the data message is
treated as though it has never been sent, until the acknowledgement is
received.

(4) Where the originator has not stated that the data message
is conditional on receipt of the acknowledgement, and the
acknowledgement has not been received by the originator within the
time specified or agreed or, if no time has been specified or agreed,
within a reasonable time, the originator:

(a) may give notice to the addressee stating that no
acknowledgement has been received and specifying a reasonable
time by which the acknowledgement must be received; and

(b) if the acknowledgement is not received within the time
specified in subparagraph (a), may, upon notice to the addressee,
treat the data message as though it had never been sent, or
exercise any other rights it may have.
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(5) Where the originator receives the addressee's
acknowledgement of receipt, it is presumed that the related data
message was received by the addressee. That presumption does not
imply that the data message corresponds to the message received.

(6) Where the received acknowledgement states that the
related data message met technical requirements, either agreed upon
or set forth in applicable standards, it is presumed that those
requirements have been met.

(7) Exceptin so far as it relates to the sending or receipt of the
data message, this article is not intended to deal with the legal
consequences that may flow either from that data message or from the
acknowledgement of its receipt.

Article 15. Time and place of dispatch and receipt of data
m e 3 3 a g e s

(1) Unless otherwise agreed between the originator and the
addressee, the dispatch of a data message occurs when it enters an
information system outside the control of the originator or of the person
who sent the data message on behalf of the originator.

(2) Unless otherwise agreed between the originator and the
addressee, the time of receipt of a data message is determined as
follows:

(a) if the addressee has designated an information
system for the purpose of receiving data messages, receipt occurs:

(i) at the time when the data message enters the
designated information system; or

(ii) if the data message is sent to an information
system of the addressee that is not the designated information
system, at the time when the data message is retrieved by the
addressee;

(b) if the addressee has not designated an information
system, receipt occurs when the data message enters an
information system of the addressee.

Paragraph (2) applies notwithstanding that the place
where the information system is located may be different from the place
where the data message is deemed to be received under paragraph (4).

(4) Unless otherwise agreed between the originator and the
addressee, a data message is deemed to be dispatched at the place
where the originator has its place of business, and is deemed to be
received at the place where the addressee has its place of business. For
the purposes of this paragraph:
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(a) if the originator or the addressee has more than one
place of business, the place of business is that which has the closest
relationship to the underlying transaction or, where there is no
underlying transaction, the principal place of business;

(b) if the originator or the addressee does not have a
place of business, reference is to be made to its habitual residence.

(5) The provisions of this article do not apply to the following:

[ . . . ]

Part two. Electronic commerce in specific areas
Chapter 1. Carriage of goods

Article 16. Actions related to contracts of carriage of goods
Without derogating from the provisions of part one of this Law,
this chapter applies to any action in connection with, or in pursuance of,
a contract of carriage of goods, including but not limited to:
(@) (i) furnishing the marks, number, quantity or weight
of goods;
(i) stating or declaring the nature or value of goods;
(iii) issuing a receipt for goods;
(iv) confirming that goods have been loaded;

(b) (i) notifying a person of terms and conditions of the
contract;
(i) giving instructions to a carrier;
(c) (i) claiming delivery of goods;
(ii) authorizing release of goods;
(iii) giving notice of loss of, or damage to, goods;
(d) giving any other notice or statement in connection
with the performance of the contract;
(e) undertaking to deliver goods to a nhamed person or
a person authorized to claim delivery;
(f) granting, acquiring, renouncing, surrendering,
transferring or negotiating rights in goods;
(9) acquiring or transferring rights and obligations
under the contract.
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Article 17. Transport documents

(1) Subject to paragraph (3), where the law requires that any
action referred to in article 16 be carried out in writing or by using a
paper document, that requirement is met if the action is carried out by
using one or more data messages.

(2) Paragraph (1) applies whether the requirement therein is
in the form of an obligation or whether the law simply provides
consequences for failing either to carry out the action in writing or to
use a paper document.

(3) If arightis to be granted to, or an obligation is to be
acquired by, one person and no other person, and if the law requires
that, in order to effect this, the right or obligation must be conveyed to
that person by the transfer, or use of, a paper document, that
requirement is met if the right or obligation is conveyed by using one or
more data messages, provided that a reliable method is used to render
such data message or messages unique.

(4) For the purposes of paragraph (3), the standard of
reliability required shall be assessed in the light of the purpose for
which the right or obligation was conveyed and in the light of all the
circumstances, including any relevant agreement.

(5) Where one or more data messages are used to effect any
action in subparagraphs (f) and (g) of article 16, no paper document
used to effect any such action is valid unless the use of data messages
has been terminated and replaced by the use of paper documents. A
paper document issued in these circumstances shall contain a statement
of such termination. The replacement of data messages by paper
documents shall not affect the rights or obligations of the parties
involved.

(6) If a rule of law is compulsorily applicable to a contract of
carriage of goods which is in, or is evidenced by, a paper document,
that rule shall not be inapplicable to such a contract of carriage of
goods which is evidenced by one or more data messages by reason of
the fact that the contract is evidenced by such data message or
messages instead of by a paper document.

(7) The provisions of this article do not apply to the following:

[ . ) ) ]
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A/CN.9/WG.IV/WP.88

United Nations Commission
on International Trade Law
w o r k i n g G r o u p
on El ectronic Commerce
Thirty-eighth session

New York, 12 - 23 M arch 2001

UNCITRAL MODEL LAW
ON ELECTRONIC SIGNATURES
(2001)

(as approved by the UNCITRAL
Working Group on Electronic Commerce
at its thirty-seventh session, held at Vienna
from 18 to 29 September 2000)

Article 1. Sphere of application

This Law applies where electronic signatures are used in the
context* of commercial** activities. It does not override any rule of law
intended for the protection of consumers.

* The Commission suggests the following text for States that
might wish to extend the applicability of this Law:
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“This Law applies where electronic signatures are used, except
in the following situations: [...].”

** The term ~commercial should be given a wide interpretation

so as to cover matters arising from all relationships of a commercial
nature, whether contractual or not. Relationships of a commercial
nature include, but are not limited to, the following transactions: any
trade transaction for the supply or exchange of goods or services;
distribution agreement; commercial representation or agency; factoring;
leasing; construction of works; consulting; engineering; licensing;
investment; financing; banking; insurance; exploitation agreement or
concession; joint venture and other forms of industrial or business
cooperation; carriage of goods or passengers by air, sea, rail or road.

Article 2. Definitions
For the purposes of this Law:

(a) “Electronic signature’ means data in electronic form in,

affixed to, or logically associated with, a data message, which may be
used to identify the signatory in relation to the data message and
indicate the signatory's approval of the information contained in the

data message;

(b) Certificater means a data message or other record
confirming the link between a signatory and signature creation data;

(c) -Data message’ means information generated, sent, received
or stored by electronic, optical or similar means including, but not
limited to, electronic data interchange (EDI), electronic mail, telegram,
telex or telecopy;

(d) -Signatory- means a person that holds signature creation
data and acts either on its own behalf or on behalf of the person it
represents;

(e) “Certification service provider means a person that issues

certificates and may provide other services related to electronic
signatures;
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(f) -Relying party: means a person that may act on the basis of
a certificate or an electronic signature.

Article 3. Equal treatment of signature technologies

Nothing in this Law, except article 5, shall be applied so as to
exclude, restrict or deprive of legal effect any method of creating an
electronic signature that satisfies the requirements referred to in article
6 (1) or otherwise meets the requirements of applicable law.

Article 4. I nterpretation

(1) In the interpretation of this Law, regard is to be had to its
international origin and to the need to promote uniformity in its
application and the observance of good faith.

(2) Questions concerning matters governed by this Law which
are not expressly settled in it are to be settled in conformity with the
general principles on which this Law is based.

Article 5. Variation by agreement

The provisions of this Law may be derogated from or their
effect may be varied by agreement, unless that agreement would not
be valid or effective under applicable law.

Article 6. Compliance with a requirement for a signature

(1) Where the law requires a signature of a person, that
requirement is met in relation to a data message if an electronic
signature is used which is as reliable as was appropriate for the purpose
for which the data message was generated or communicated, in the
light of all the circumstances, including any relevant agreement.

(2) Paragraph (1) applies whether the requirement referred to
therein is in the form of an obligation or whether the law simply
provides consequences for the absence of a signature.
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(3) An electronic signature is considered to be reliable for the
purpose of satisfying the requirement referred to in paragraph (1) if:

(a) the signature creation data are, within the context in
which they are used, linked to the signatory and to no other person;

(b) the signature creation data were, at the time of signing,
under the control of the signatory and of no other person;

(c) any alteration to the electronic signature, made after the
time of signing, is detectable; and

(d) where a purpose of the legal requirement for a signature is
to provide assurance as to the integrity of the information to which it
relates, any alteration made to that information after the time of signing
is detectable.

(4) Paragraph (3) does not limit the ability of any person:

(a) to establish in any other way, for the purpose of satisfying
the requirement referred to in paragraph (1), the reliability of an
electronic signature; or

(b) to adduce evidence of the non-reliability of an electronic
signature.

(5) The provisions of this article do not apply to the following:

[...]

Article 7. Satisfaction of article 6

(1) [Any person, organ or authority, whether public or private,
specified by the enacting State as competent] may determine which
electronic signatures satisfy the provisions of article 6.

(2) Any determination made under paragraph (1) shall be
consistent with recognized international standards.

(3) Nothing in this article affects the operation of the rules of
private international law.

Article 8. Conduct of the signatory
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(1) Where signature creation data can be used to create a
signature that has legal effect, each signatory shall:

(a) exercise reasonable care to avoid unauthorized use of its
signature creation data;

(b) without undue delay, notify any person that may reasonably
be expected by the signatory to rely on or to provide services in support
of the electronic signature if:

(i) the signatory knows that the signature creation data
have been compromised; or

(i) the circumstances known to the signatory give rise
to a substantial risk that the signature creation data may have been
compromised;

(c) where a certificate is used to support the electronic
signature, exercise reasonable care to ensure the accuracy and
completeness of all material representations made by the signatory
which are relevant to the certificate throughout its life-cycle, or which
are to be included in the certificate.

(2) A signatory shall be liable for its failure to satisfy the
requirements of paragraph (1).

Article 9. Conduct of the certification service provider

(1) Where a certification service provider provides services to
support an electronic signature that may be used for legal effect as a
signature, that certification service provider shall:

(a) act in accordance with representations made by it with
respect to its policies and practices;

(b) exercise reasonable care to ensure the accuracy and
completeness of all material representations made by it that are
relevant to the certificate throughout its life-cycle, or which are included
in the certificate;

(c) provide reasonably accessible means which enable a relying
party to ascertain from the certificate:
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(i) the identity of the certification service provider;

(ii) that the signatory that is identified in the certificate
had control of the signature creation data at the time when the
certificate was issued;

(iii) that signature creation data were valid at or before
the time when the certificate was issued;

(d) provide reasonably accessible means which enable a relying
party to ascertain, where relevant, from the certificate or otherwise:

(i) the method used to identify the signatory;

(i) any limitation on the purpose or value for which
the signature creation data or the certificate may be used;

(iii) that the signature creation data are valid and
have not been compromised;

(iv) any limitation on the scope or extent of liability
stipulated by the certification service provider;

(v) whether means exist for the signatory to give
notice pursuant to article 8 (1) (b);

(vi) whether a timely revocation service is offered;

(e) where services under subparagraph (d) (v) are offered,
provide a means for a signatory to give notice pursuant to article
8(1)(b) and, where services under subparagraph d (vi) are offered,
ensure the availability of a timely revocation service;

(f) utilize trustworthy systems, procedures and human
resources in performing its services.

(2) A certification service provider shall be liable for its failure to
satisfy the requirements of paragraph (1).

Article 10. Trustworthiness

For the purposes of article 9(1)(f), in determining whether, or
to what extent, any systems, procedures and human resources utilized
by a certification service provider are trustworthy, regard may be had to
the following factors:
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(a) financial and human resources, including existence of
assets;

(b) quality of hardware and software systems;

(c) procedures for processing of certificates and applications for
certificates and retention of records;

(d) availability of information to signatories identified in
certificates and to potential relying parties;

(e) regularity and extent of audit by an independent body;

(f) the existence of a declaration by the State, an accreditation
body or the certification service provider regarding compliance with or
existence of the foregoing; or

(g) any other relevant factor.

Article 11. Conduct of the relying party

A relying party shall bear the legal consequences of its failure
to:

(a) take reasonable steps to verify the reliability of an
electronic signature; or

(b) where an electronic signature is supported by a certificate,
take reasonable steps to:

(i) verify the validity, suspension or revocation of
the certificate; and
(ii) observe any limitation with respect to the

certificate.

Article 12. Recognition of foreign certificates and electronic
signatures

(1) In determining whether, or to what extent, a certificate or
an electronic signature is legally effective, no regard shall be had to:

(a) the geographic location where the certificate is issued or the
electronic signature created or used; or
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(b) the geographic location of the place of business of the
issuer or signatory.

(2) A certificate issued outside [the enacting State] shall have
the same legal effect in [the enacting State] as a certificate issued in
[the enacting State] if it offers a substantially equivalent level of
reliability.

(3) An electronic signature created or used outside /the
enacting State] shall have the same legal effect in [the enacting State]
as an electronic signature created or used in [the enacting State] if it
offers a substantially equivalent level of reliability.

(4) In determining whether a certificate or an electronic
signature offers a substantially equivalent level of reliability for the
purposes of paragraph (2) or (3), regard shall be had to recognized
international standards and to any other relevant factors.

(5) Where, notwithstanding paragraphs (2), (3) and (4), parties
agree, as between themselves, to the use of certain types of electronic
signatures or certificates, that agreement shall be recognized as
sufficient for the purposes of cross-border recognition, unless that
agreement would not be valid or effective under applicable law.
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INFRASTRUCTURE

http://www.asean. or.id

EUROPEA
N UNION

Directive 2000/31/EC OF THE
EUROPEAN PARLIAMENT AND OF
THE COUNCIL OF 8 June 2000 on
certain legal aspects of information
society services, in particular
electronic commerce, In the
Internal Market (Directive on
electronic commerce )

Directive 1999/93/EC OF THE

http://europa.eu.int
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EUROPEAN PARLIAMENT AND OF
THE COUNCIL of 13 December
1999 on a Community framework
for electronic signatures

GUIDE TO ENACTMENT 1996

UNCITRAL MODEL LAW ON
ELECTRONIC SIGNATURE

ICC General Usage for International http://www.iccwbo.org/h
Digitally Ensured Commerce ome/guidec/ guidec.asp
Guidelines for cryptography policy | http://www.oecd.org/dsti
OECD /hsttlrrflt/secur/ prod/crypto2.
UNICITRAL MODEL LAW ON http://www.uncitral. org
UNICTRAL ELECTRONIC COMMERCE WITH

2. ﬂssmﬁiun@:amﬁﬂtm%ﬂ

Regulations of The Electronic
Commerce Act

Uszina Fanguung URL
Brunei Electronic Transaction Order 2000 -
Hong Electronic Transactions Ordinance http://www.info.gov.hk/it
Kong bb/english/it/eto. htm
The Information Technology Act http://caselaw.delhi.nic.in
2000 /incodis/current/
. . INFTECH.HTM
. Information Technology (Certifying
India Authorities) Rules,2000
Law Concerning Electronic http://www.mpt.go.jp/en
Signatures and Certification g/Resources/Legialation/e
Japan Services SignLaw/ eSignLaw.pdf
Digital Signature Act 1997 (Act http://www.cca.gov. my
. 562)
Malaysia
Digital Signature Regulation 1998
Electronic Commerce Act 2000 http://www.neda. gov.ph
Philippine Implementing Rules and

Electronic Transaction Act 1998

http://www.cca.gov.sg
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Singapore

Singapore Electronic Transactions
(Certification Authority)
Regulations of 1999

Security Guidelines for Certification
Authority

Information Technology Security
Guidelines

South The Basic Law on Electronic http://www.mocie. go.kr
Korea Commerce
Digital Signature Act
U =y
3. Uszinalungamivels
Uszina Fanguung URL
Austrian Federal Electronic http://www.bmck.com/ec
B signature Law ommerce/austrianesig.pdf
Austria
Electronic Transaction Act 1999 http://www.law.gov.au/p
licati i
Australia Electronic Transactions (Victoria) L,lel:iilrcna;ﬂ?;/lecommercelln
Act 2000 ’
Electronic Transactions (New
South Wales) Bill 2000
Draft Bill for Act on Digital http://www.fsk.dk/fsk/div
Denmark Signature /hearing/draft.html
Electronic Communications Act http://www.hmso.gov.uk/
2000 acts/acts2000/20000007.
England htm
Act on Electronic Service in the http://www.om.fi/
. Administration 2838.htm
Finland
Digital Signature Act http://www.iid.de/
rahmen/iukdgebt.html
Germany vita
http://www.iuscomp.org/
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gla/statutes/SiG.htm

Hungary Hungary E-Signature Bill -
Electronic Commerce Bill, 2000 http://www.irlgov.ie/tec/c
I ommunications/ecommer
Ireland cebill2000.pdf
Presidential Decree No. 513 of 10 http://www.aipa.it/englis
November 1997 h[4/law[3/pdecree51397.
Italy as
p
State Ordinance containing rules -
concerning agreements which are
Netherlan concluded electronically (Nation
ds Ordinance on Electronic
Agreement)
New Electronic Transactions Bill 2000 http://www.med.govt.nz/i
Zealand rdev/elcom/transactions/b
ill/index.html
POLAND DIGITAL SIGNATURE ACT | http://venus.ci.uw.edu.pl/
~dancop/ustawa.pdf **
Poland A Tduaud
Switzer Decree on electronic certification http://www.bakom.ch/en
land services g/subsubpage/docs/1335/
1335.pdf
61 U =y =\
4. Usgalunganidawin
Useina Fanguune URL
Brazil Draft Signature Bill http://www.natlaw.com/e
. (Anteprojeito de Lei) commerce/docs/ e-
Brazil commercebill-brazil.htm
*aedLlu
Uniform Electronic Commerce Act http://www.law.ualberta.
. . ca/alri/ulc/current/euecafi
Personal Information Protection n.htm uaz
and Electronic Document Act ’
http://www.parl.gc.ca/36/
Canada 2/parlbus/chambus/house
/bills/government/C-6/C-
6_1/C-6TOCE.html
Colombia Draft Proposal of Law on Electronic | http://www.gmw.ac.uk/~
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236 |

Commerce, Digital Signatures and
Certification Authorities

t16345/colombia_en. htm

Ecuador Law Governing Electronic
Commerce, Electronic Signatures,

http://www.natlaw.com/e
commerce/docs/ecommer

Ecuador and Data Messages cebill-ecuador.htm
Electronic Communication Act http://www.natlaw.com/e
A 2000 commerce/docs/e-
Mexico commerce-iniciative-
mexico.htm
**anealu
Peru Draft Bill - Proyecto de http://www.natlaw.com/e
P Firmas Electronicas commerce/docs/e-
eru commerce-peru-
firmaycert.htm
ka7 |y
United Digital Signature Guidelines http://www.abanet.org/sc
state of . L itech/ec/isc/ dsgfree.html
America [American Bar Association]
United ELECTRONIC SIGNATURES IN http://www.ecommerce.g
state of GLOBAL AND NATIONAL ov/ecomnews/ElectronicSi
America COMMERCE ACT gnatures_s761.pdf
United Uniform Electronic Transaction Act | http://www.law.upenn.
state of edu/bll/ulc/fnact99/
America 1990s/ueta99.pdf
Digital Signature Regulations http://www.ss.ca.gov/
California digsig/regulations.htm
Electronic Records, Signature Act http://www.state.ga.us/L
B egis/1999_00/leg/fulltext/
Gorgia sb62.htm
Electronic Commerce Security Act http://www.legis.state.il.u
llinoi s/legisnet/legisnet90/hbgr
Tllinois oups/hb/900HB3180LV.ht
ml
Utah Utah Digital Signature Act http://www.jmls.edu/cybe

r/statutes/udsa.html
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< v = [ .
5. Auladnihaulathenunguane Electronic Commerce

& Electronic Signature

A g o
gadulue

URL

Baker & McKenzie

http://www.bmck.com/ecommerce/countrycomp.htm

Crypto Law Survey

http://cwis.kub.nl/~frw/ people/koops/cls2.htm

Digital Signature Law

http://www.wolfenet.com/ ~dhillis/digsiglaw/#us

European Union

http://europa.eu.int/ISPO/ ecommerce/issues/digisig/
digisign5.htm w%a http://www.eurocert.net/
legislature.html

Find law

http://www.findlaw.com

Internet law & Policy
Forum (ILPF)

http://www.ilpf.org/digsig/ analysis_IEDSII.htm

Law.com

http://www.law.com

McBride Baker & Coles
(MBC)

http://www.mbc.com

U.S. Code

http://www.access.gpo.gov/congress/cong013.html w3a
http://www.law.cornell.edu/uscode

U.S. Code of Federal
Regulations (CFR)

http://www.gpo.ucop.edu/ search/cfr.html
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M3 1uaNE lHuINseanluiusas

(Certification Authority) Tuadiaiasia 4 waslan

Africa
Uszine g liu3nsaanlususas URL
Thawte Consulting http://www.thawte.com
Compu Source http://compusource.co.za
South Africa Bankgate http://www.bankgate.com/marke
t/index.htm
South African Certification https://www.saca.net/secured.ht
Authority m
Asia
Uszine g lu3nsaanlususas URL
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Hong Kong Hong kong Post e-Cert http://www.hongkongpost.gov.hk
Hitrust http://www.hitrust.com.hk
Hong Kong University (HKU http://www.hkuca.hku.hk
India g:f)eScrypt Ltd. http://www.safescrypt.com
Israel Comsign http://www.comsign.co.il
Initiative for Computer http://www.icat.or.jp/English/ind
Authentication Technology ex.html
(ICAT)
Verisign Inc http://www.verisign.co.jp
IPRA http://bs.mit.edu:8001/ipra.html
Japan MEIJI http://www.isc.meiji.ac.jp
JAMI http://jami-ca.osaka
med.ac.jp/ca
ISIT http://www.k-isit.or.jp/dccf
WIDE Moca http://moca.wide.ad.jp
Uszing gluansaanlususas URL
Thawte CA sponsored by http://www.jp.thawte.com
Japan MEDIX Inc.
Verisign Japan KK http://www.verisign.co.jp
Crosscert http://www.crosscert.com
KAIST network http://camis.kaist.ac.kr/kaist-ca
KICA http://www.sigate.co.kr
Korea KFTC http://www.yessign.com
NCA http://sign.nca.or.kr
SoftForum http://www.softforum.co.kr
Digicert http://www.digicert.com.my
Malaysia Trustgate http://www.trustgate.com
Mtrust http://www.mtrust.com.my
Netrust http://www.netrust.com.sg
Singapore Baltimore Technologies http://www.baltimore.com/conta

(Singapore)

ct_us/singapore.html
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1D.Safe http://www.id-safe.com.sg
Government Information http://www.gits.net.th
Thailand Technology Services
Thaidigital ID http://www.thaidigitalid.com
Taiwan Hitrust http://www.hitrust.com.tw
Europe
Usena g liu3nsaanlususas URL
a-sign (Datakom GmbH) http://a-sign.datakom.at
Australia Globalsign Austria http://www.globalsign.at
Belgacom E-Trust http://www.e-trust.be
Belgium Belsign http://www.belsign.be
Isabel (Interbank Standards | http://www.isabel.be/en/home/in
Association Belgium) dex.html
Czech PVT CA http://www.ica.cz
Useine gluansaanlususas URL
Kmd-CA http://www.kmd-ca.dk/index.htm
Denmark Tele Danmark http://www.certifikat.dk
certificeringscenter
Finland Vaestorekisterikeskus : The http://www.fineid.fi/Default.asp?t
Finish Population Registers odo=setlang&lang=uk
CA
France Certplus http://www.certplus.com
Thawte Francophone http://www.fr.thawte.com
PCA of the German http://www.pca.dfn.de/eng/dfnpc
Research Network a
Policy Certification Authority | http://www.pca.dfn.de
Dunkel http://www.dunkel.de
D-Trust http://www.d-
trust.net/internet/content/secure-
index.html
IN-CA : Individual Network http://www.in-ca.individual.net
e.v.
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Krypto-Kampagne:

http://www.heise.de/ct/pgp
CA/default.shtml

Regulierungsbehsrde

http://www.nrca-ds.de

Deutsche Telekom

http://srv15.telesec.de

Deutsche Post

http://www.signtrust.de/start.ht
m

Germany
Bundesnotarkammer http://dir.bnotk.de
DATEV eG http://www.zs.datev.de
Medizon AG http://www.medizon.de/index1.h
tm
TC TrustCenter: http://www.trustcenter.de/
set_de.htm
IKS Certification Authority: http://www.iks-
jena.de/produkte/ca/index.en.ht
mi
GeFoKom CA http://www.mayn.de/ca
Rus Test Certification http://ca.uni-stuttgart.de
Authority (RTCA)
Uszine gluansaanlususas URL
TI-TC Trustcenter of the http://www.ti.fhg.de/trust_
Institute of Telematics center.en.html
Germany
Deutschland Chamber http://www.ihk.de/de-
Association of Digital coda/inside.htm
Acceptance (DE-CODA)
Greece Globalsign Greece http://www.globalsign.gr
Hungary Netlock Ltd. http://www.netlock.net
Adacom http://www.adacom.com
Software and System http://www.sse.ie
Engineering Limited
Ireland

Eurotrust

http://www.baltimore.com/
projects/eurotrust.html

Certification Authority Tin
(Telecom Italia Net)

http://security.tin.it

Telecom Italia Net CA

http://security.tin.it

Trustitalia

http://www.trustitalia.it

fadunewen oy gaddiorinTsansBianniaiing w.a.2544

241




SSB-SpA CA http://ca.ssb.net/english
SIA Certifiation Authority https://ca.sia.it/home

Italy University of Torino http://ca.unito.it
Globalsign Italy http://www.globalsign.it
Politecnico di Torino htltp://ca.polito.it/crI/en_index.ht

m
Alinet Italia http://ca.alinet.it
Finital S.p.A. http://ca.finital.it
Lithuania Interneto Projektai http://www.ip.It
Luxembourg | Globalsign Luxembourg http://www.cc.lu./e_commer.htm

Roccade http://www.megasign.nl

The PTT Post with KeyMail http://www.keymail.nl

Netherlands

SURFnet PCA http://pki.surfnet.nl
InterPay http://www.i-pay.com
DigiNotar http://www.diginotar.nl
Uszing tliu3ansaanlususas URL
KPN Telecom http://certificaat.kpn.com
The Roccade Megaplex http://www.megasign.nl

Netherlands

NLsign http://www.nlsign.nl
Norway UNINETT http://www.uninett.no/pca/index-
e.html
Portugal Certipor http://www.certipor.com
Multicert http://www.multicert.com
Slovenia Slovenian SI-CA http://www.e5.ijs.si/cert/sipca_

cert.html

Internet Publishing Services
(IPS)

http://www.ips.es

Acepta.com

http://www.acepta.com

AD AEQUITATEM

http://aequitas.encomix.es/
indexi.htm

Siscer

http://www.siscer.com/siscer.en.
html
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Spain FESTE http://www.feste.org
Agencia de Certificacion http://www.ace.es/english
Electronica (ACE
Cambra de Comer de http://www.cambrabcn.es/
Barcelona comerc_electronic/p-01.htm
COST http://www.cost.se
Sweden PostNet http://www.postnet.se
Telia http://www.e-
commerce.telia.com/tec/id
Switzerland SwissKey http://www.swisskey.ch
Entrust Europe http://www.entrust.ch
Endorse http://www.endorse.co.uk
The United BT Trustwise http://www.trustwise.com
Kingdom .
The Global Trust Register http://www.cl.cam.ac.uk/Researc
h/Security/Trust-
Register/index.html
Inter Clear https://www.interclear.net/
Uszine tliu3ansaanlususas URL
TrueTrust http://www.truetrust.co.uk/
Globalsign UK http://www.globalsign.net/
The United Viacode http://www.royalmail.com/at_ho
Kingdom me/net_security/default.htm
Messaging Direct http://www.messagingdirect.com
/index.html
Middle East
Lebanon | Globalsign Lebanon | http://www.globalsign.com.lb
South America
Argentina Governmental PKI | http://www.pki.gov.ar
and Licensing Authority
Argentina Ministry of http://www.mecon.ar/firma_digit
Economy al.htm
Argentina Certisur http://www.certisur.com

fadunewen oy gaddiorinTsansBianniaiing w.a.2544

243




Government Pilot CAs http://www.pki.gov.ar/acl/piloto.
html
Brazil Certisign http://www.certisign.com.br
Certisign http://www.certisign.com.br
Entrust - Certification http://www.entrust.com
Products
Government of Canada http://www.cse.dnd.ca/cse/englis
Public Key Infrastructure h/gov.html
CREN http://www.cren.net/ca/index.ht
mi
Canada Keywitness http://www.keywitness.ca
OnWatch Key Management http://www.public-key.com
Centre
Webtrust http://www.bennettgold.ca
Silanis Technology http://www.silanis.com
XCert http://www.xcert.com
CIBC http://www.cibc.com
VPN Tech Inc. http://www.vpntech.com
Uszine tluansaanlususas URL
AlphaTrust.com http://www.mayn.de/ca
Certco http://www.certco.com
ACES Access Certificates for | http://hydra.gsa.gov/aces
Electronic Servies
€Original, Inc. http://www.das-inc.com
Baltimore Technologies plc. http://www.baltimore.com
Entegrity Solution http://www2.entegrity.com/index
Corporation .shtml
Equifax Secure, Inc. http://www.equifaxsecure.com/e
businessid
GTE Cybertrust http://www.cybertrust.gte.com/
MIT Internet PCA http://bs.mit.edu:8001/ipra. html
Registration Authority
The United Cybergard http://www.cybg.com/index_
States of 1e.asp
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America PenOP - Signature Dynamics | http://www.penop.com
Authentication Technology
Columbia CA http://www.columbia.edu/
acis/rad/columbiaca
ARINC http://www.arinc.com/digsig
Universal Secured http://www.usertrust.com
Encryption Repository
Company (USERFirst)
Arcanvs http://www.arcanvs.com
Verisign http://www.verisign.com
SET Certificate Authority http://www.setco.org
SUN Certification Authorities | http://www.sun.com/security/pro
duct/ca.html
TradeWave Corporation http://www.tradewave.com
Valicert (Complementary http://www.valicert.com
service to CAs)
Digital Signature Trust http://www.digsigtrust.com
Company
1D Certify,Inc http://www.idcertify.com
Oceania
Usena g liu3nsaanlususas URL
Signet http://www.signet.org.au/
Signet/serv01.htm
Esign http://www.esign.com.au
Government Public Key http://www.govonline.gov.au/
Authority projects/publickey/index.asp
Australia

Baltimore Certificates
Australia Pty Limited

http://www.certificates-
australia.com.au/

KeyPost http://www.auspost.com.au/
keypost
SPYRUS http://www.spyrus.com.au

New Zealand

128i - New Zealand's
Certification Authority

http://www.128i.com

Global

Cybertrust

| http://www.cybertrust.com/
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Certco http://www.certco.com

Verisign http://www.verisign.com/

BBN http://www.bbn.com/

Entrust http://www.entrust.com/

XCert http://www.xcert.com/

NetDox http://www.netdox.com/

1BM http://www-4.ibm.com/software

CivilLink-US government
service by ameritech

http://www.civillink.com

GlobalSign

http://www.globalsign.net

Terisa Systems

http://www.terisa.com/

EuroSign - The European
Certification Authority

http://eurosign.com

Open Market Incorporated

http://www.openmarket.com/

SUN Certificate Authorities

http://www.sun.com/security/pro
duct/ca.html

Thawte Certification Division

http://www.thawte.com

Uszine

tluansaanlususas

URL

Trade Authority http://www.tradewave.com/prod
ucts/tradeauthority.html
InterClear http://www.jp.thawte.com

The USERTRUST Network

http://www.usertrust.com

128I Ltd.

http://www.128i.com

WildID LLC

http://www.wildid.com

Addtrust

http://www.addtrust.com

E-Certify Corporation

http://www.e-certify.com

Freecert.com

http://www.freecerts.com

beTRUSTed

http://betrusted.com

Equifax Secure

http://www.equifaxsecure.com

Org.

FP5 Certification Service :
Fifth Framework programme

http://fp5-csp.org/frames.html
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of the European Community

The European Commission

http://europa.eu.int/comm/intern
al_market/en/media/sign/index.h
tm

The European Electronic
Signature Standardization
Initiative

http://www.ict.etsi.org/eessi/EES
SI-homepage.htm

European
Telecommunications
Standards Institute

http://www.etsi.org/sec/el-
sign.htm

European Electronic
Messaging Association

http://www.eema.org

European Certification
Authority Forum

http://www.eema.org/ecaf

European Committee for
Standardization

http://www.cenorm.be/isss/work
shop/e-sign

International Secure
Electronic Transactions
Organisation

http://www.iseto.ch

EuPKI

http://www.europki.org

fadunewen oy gaddiorinTsansBianniaiing w.a.2544

247




R
sraINnUsnw

Tasamsnannngranamaluladasaumes

s1edanUsn¥n193gNnIg

ADUNTNU

A.nile mlye

aotunguIngN

(Uszsruaantiungvanaaian)

A.03.030 MaNIA

NIENTNMIENUSELNG

(WEnnemsguddnsnmaeng

Uszind)

. A WNAIMUAIUG

AUNNUAULNITNNINO BN

(LaBMNIAULNIINMINGHE M)

wgrlwlsad Ngmw

ainnumagisIsu

WHUMANSFEN

WNNHINWNAMEMaENSIAiNIA)

e

welyeiand yuna

UIEM NUSnwnguanaang e

75.L09855 sUgMYIY

PNIRININENSY

3A.05.WUgNNEg anaguns

Azt ans

NVINEAEEITNANTAS

A5.NUY o UAT

Azt ans

NVINEAEEITNANTNS

248| gudinalulafdidnniafinduazaeniaiaaiuiami




FIIUINAUSN NN &'hmamgms

ansrnguanamaluladgrsdund

nUsnm
1. @.05.IN5% SHaney

gEninamsdinnuianninenmaasuasmaluladiuviend

oo £ o
2.93.MANG naaulunna

Hennemsgudmalulatididnniaiinduazaaniamasuend

3. 5.dQINd  FILLATHEND

Hennemshinnuamymsaaznssumsmalulagiasaumnd

W@
auzOuehaeIYNs
nunguang
1. WNFITNA wi U

mnihlassmsnannnguinamaluladarsaumne

2. UWNENIDIN LWENEY

3. UNENINWINIAS adalsand

4. Wnefieesss umsny

5. wely wiulsz3gna
6. ezt nana

7. welya guLIau

fedunawenaiygaddoriniianbidnnieiing w.a2544 | 249




8. WBgNSWIA
9. uNEMBATUN
10. Wegednd
1. WNEINUNBT
12, UNENIUINT

13. WNENBUM

danansny

AIN

cu

NN

2QNq,

C% I3

UNNgaUUn

fisdansuazingnnisnaniiawnas

thambamaluladianaleanistays

a 4
1. 79.30N8

AN WA

wvhmbeawmalulagianudasansdayes

AR UL
e laws
WIS

U s L4
WEFUANAY
UNFNIUUNN

UNENUIDT

© N o o ~ w D

UNFNFAN

Josnus*

wWHsUSH

WANUUNNG
BUMNINTR

Soudseme

s'hmmmﬂTuTaﬁLﬁamsﬁm:nuazv‘i’mmw%’wmnsmgm‘f

1. WPYLAA
2. wemeni

3. wedlsad

a 4

DFUNYDE

LDEXINNAD

Indisne

* pgszrinmsAnmesluszaulSyaen o aniussgeasiuil

250| gudinalulafdidnniafinduazaeniaiaaiuiami




