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Band Management) laitfounia b wasn lnewevualaitusaniudes
\auste Network Interface 91187l ool

@lo.o  # Firewall Throughput laitlesni1 ee Gbps

@lo. il Threat prevention Throughput Tsitiaanin ma Gbps

eloa I storage ¥ila SSD @m3udaLiud ey aszuy (System Storage)
gualisnd eco GB WiaAndn _

®.b.eo a’lmmﬁﬂﬂgﬁugmwu Transparent Mode Wag Monitoring Mode
(Tap mode) wiaifipuiila

@lb.aa @11U15011 Routing WUy Static, RIP, BGP, OSPF, Multicast uag Policy
Based Forwarding %3e Policy based Routing leiilustaias

o lo.0lo @MNSIVINIIATINERUNTIMTRTINSYE SSL fensvia SSL decryption
(WaWUU Inbound wa Outbound)

@lo.on @1150Y191UTINAVTEUUN1TNG AU (Authentication Systems)
¢ Active Directory, LDAP, Radius Lﬁaﬁﬂm'ﬁﬁmmucﬁ’l‘ﬁ’lﬁtﬂuaaﬁaﬁaa

ab.ac d111305U Syslog mnszuuﬁuﬁﬁasﬂﬁ eldlumsBudusn vas User
#1491 Tnuseadusta User Log-in uas User Log-out Léh w5 adann
sguv/gunsaiudiudulinuimiu Welkamsavildmadarsun
Tneseudundndusinieliiniosmnonsdfoituivgunsailiesiu
wietefliae

ob.a¢ aunsamuauUszamuedialoygali download way upload uuusiaz
Application 1¢i

lo.ab ausatestunsiilvavesdaya (Data Filtering) eanainszuuiadetne
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alo.oa d1u1500 83 uN8ANAIMUTELAN Vulnerability wag malware 1a
lngmsdwian Signature lmignluli

elb.ec dunsanvuaulau1ensid1te website (URL Filtering) aansaianny
wazauunsidaiulinm Category, Block list, Allow list i mualé
warfaslinnsin category ituumas website Tawuudnlulia

olo.0c @1N5075I93U waz Jeatu nmsdhfia Malicious Domain meluesrnsla
(DNS Security %%0 DNS Filtering)

@lblbo flsUuns199U Advanced Malware wuu Cloud-Based uagldinalulad
wuu Sandbox , Machine Learning W old 58U Malware Us TR EY
(Zero-day Malware ) F4laifiTugrudoyanisyninlonils’ saudisawnse
adraguuuunsiaud (Signature) fananatuanitelidesiussuuiaiedne
Iolnednlugi

aloloe annsaizengasUdeyaves Data Tuguuuuresnmmilalauagansai
e 1o
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ViavhnusiussuuUamstans wiessuveanseauiiauslulasims
meldipiamnemsiiieniuld

alblom # 99910157 A 1Ty 5 Uuuu High Availability wuu Active-Active
w3a Active-Passive dmiugunsaiusiasaaiihians

ellog Huvasanglui (Power Supply) Wuu redundant

elolod Tinauszneetna Innulidesnit o g

allon fadlafunsdndusiuliodlundgy Leader uas Gartner Magic Quadrant Tu
nauNans T Enterprise Network Firewalls U bolole #iaiangn

oolost §1 APl dunsnilieudaiu ard party Inedsioyasig q Wy Incident name,
Incident status, Incident date, incident details, I0C feed
w%asﬁay)aﬁu q ieadesld

ololoc ADISEUVUINTIANTT WAZDBNTIBAUN I1UU © YA Inoilnnudnuuy

' athatisevierfiouiiwiednda fail
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Unenfuuuias ouigasuRames uuusiugud (Centralized
Management) luguiuueas Software Appliance %3® Virtual
Appliance vi3e Appliance wazdpudundndnsiindomang
msfieniudeaiugunial Firewall fivhiaue

ablrl @uNIAUIMIIANsgURsAISNwIAIasnsiithaueld
laitiosndn e i

elologm Hszuunisfigauimurasiguaszuy (Administrator) laely
gudioyann Local Database wae RADIUS iuatiiiey
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amsausmsdanisuazUfua suAsing 9 :andaunans

1 Policies, Object uaz Security Profile ugdasumsnsan

ldgunsalinwenuaendeuuaietieneuiumneigniig
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annsavhsenushs 4 Ideehaioedweluil

eblbr.o.e. Top Source, User, Destination

oo lod.ello. User Activity Report Lanan13ldanuues User
unazAUY

ebloz.a.o Top Application, Application Category and
HTTP Application #38L#i U1 @11130LAUD
sruuiin neldasoamnenisdnieniu
wielvianusavinldmudormun ,

AN50Y1191897U 5IUHIUTUUAITIBIIUAIUAINABINTS
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w.ol. Hugunsal Hardware Appliance 9 ngndalagianiz wieidu Virtual
Appliance Tnaglauasinvxiesdnnn Hardware dnsulduszanana
Virtual Appliance a8

wom @unsadouns VLAN Iildiesnin woo VLANS negUunInl N39a11150
l#fmatia Zero Trust Exchange Lﬁaﬁamiaiﬁwﬁlﬂﬁa Decoy a

bag @unsoairiudndonioaansoaiiamiedsluguuuy Real-0S decoy
w3a Custom Decoy T support 113 Windows ua Linux Iéiuetaiies
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annsaaesruuindutunluededns Tnefiwginssuilduadioundos
witeidudmnevesssanammnslewes wieaunsairuniode
iuififndsgUnsel egratioudil

w.e.9.@.l0T decoy

.@.0.v. Printer decoy

b.e.0.m. Workstation decoy

b.e.0.a Server decoy

.e.0.& Network decoy

b.@.0.50. Custom image decoy

a5 1atuRnns and oa o ud uii A fnd sgUnsal Tugduuy

b.e.¢l.@. MySQL, SQL Server, Oracle

b.e.0.b, Apache Tomcat, Microsoft IIS
annsnaiutudnuiomdedenuiluiifidndsgunsal luguuuy Service
fanansaldanuldesetnalosdsi

b.e.c.a FIP

b.e.@.b. SSH

w.@.@.m Telnet

b.e.c.c HTTP

ansansedunslasiviemsuhdafusniiadly edredessil
w.o..e. Scan lagld SYN, PING, FLAG

©.0.c.. Remote Desktop Iaeild VNC, RDP

v.a.c.m. Telnet 39 SSH

wocd Milideumoguioya

bo.a.d nideudalus Web Server

il APl fidenderiu ard party Tnedatayan1a 9 W Incident name,
Incident status, Incident date, incident details, I0C feed #5© %au“agu 9
Aedadls

bl FEUUUIMTIANTS sausaudeyauasinssidegnanilaesuuszuuiaiodie
WUUTgUE 109U o S2UU HRnanunmiisuimIenndt Al

b.lo.e.

b.lo.lo.
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uszvui eldlunsuimsandrunaravesszuunsiadudeanaiy
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(Jugunsal Hardware Appliance a1ngnanlasiane wieidu Virtual
Appliance ima@lﬁuaﬁm%ﬁadﬁ’ﬂwﬂ Hardware dmsuldUssuiana
Virtual Appliance a7

fianslunisldanilaisind voo Protect IP wiodnd lun1sadrafudn
Tusguu Network lagruaulivieenin woo IP Decoys
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bl @usnnuteyaainnnaunsaivesszuunsisduisanaiunsluiued
vusvuuAsethefensnetusnuasmtegeuw Dashboard ienfiulé

blo.g d@nnsauimidanmsgunialazyiuw Configuration lavinssuudans
dunand

bbb, @11130LENGTIBIUNTHERIHATBIA Az UNTAllA Y3 ouBNg B9
auideuluitimualy

blo.o. @150 Upgrade Software vasgunsalt loanszuudanisdiunans

blog @wIngdnuzreIgUnIal uazlszuuudafieusingunsals lannsguu
IAMIEIUNAN

o @11150%197U5 A Y (integrate) AUTEUY SIEM, SOAR, EDR waz Firewall
duetnaios

lbJo.0o0. ANNT0RMUAGNS (Role-based access control) mstihfaudargunsal
wazAvsinmuan1sdfiad configuration a9

b.o.00. 1013011130 529a0UANE Lazn1soyyIRIdIg sEuLlaslY Radius
%58 Active Directory 161

o.b.eb. @1U150UFWISIANISAUTEUUN LN Web Ul Taeldluslnana HTTPS
Tumsinfessuumsanulasnns

b.lo.@m 810150017 ﬁwaﬂ‘t’fay‘am NS18497U Attack Forensics ¥3® Incident
Tuguuuu STIX, I0C %38 OpenlOC, PCAP format Ia8H 1 USEUUUTNNS
Jansla

blb.oe. dnsasuinanlndnie URL idesadoiiavinnsiinssinioniaadu
mslaudld leesuszuuuSmsinnsia

olb.ed. 5895 UN15ILATIE INE A 19813910 Word (docx), Powerpoint (pptx),
Excel (xlsx), waz PDF Talamdustratioy wieldlWdimanii iensi9du
nMslaufsusTULUIMIsIAns LA
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o .o, As0uANNSHenlBamaTian1saufiu MITRE ATTRCK L6t

©.6.0&. ANTONERRNANMSIRANAWUY Attack Visualization ¥38 Security Virtualization 161
Visauans activity nslauivu GUI la 7

Io.0.ox. annsoudaieulunsdiiiiamgmsaiiauniludrguagszuu e Email
IalaeuszuuuimsIansle
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a. 5TUUATINIUMSLANALATABUEUDIIEANATY (Extended Detection and Response
o s P = =] 1 .
- XDR) dmiuinsasnaunained uaz lussuuia3ayis (Network Detection and

Response -

L3 - £ 8
NDR) woo §98%5 31U o Yn Hpudnuiisusivasandt ael

me ITUUADIELITOE5N Incident lnanssiuian Alert 91n Network Wag Endpoint Agent
ey ,

mlo TPUURBIENINSATIYY IP address AlildAnds Agent I

m.a SEUUADIANNSOTIN Incident 1A281U (Merage Incident) 161

. 1 Platform flannsadu Security Events 3ngunsaidue ieaturiiaseisaniy
Endpoint Agent 1a Taga1us9In19 Syslog, Kafka, DB, CSV file, FTP, NetFlow
waz Windows events lailuatnaias

m.¢& sruuiliaue desdimalulad AVML Wield scoring Tatusay Incident Tngdnluld
Wedadwiumnunseianlunsdnnsiu incident

oo i Agent Software ianunsadadslfiuu Platform feluil

m.D.e.
a.b.lo.
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a0 @NTaRnRIULIATaIRaNRmeTgniIe Suiulitieandt boo AvANG

Windows
Linux
MacOSs
Android
i0S
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m.cs Agent Software NuLEUD feailauansastatesfisaluil
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m.e.lo.
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n.G.G.
m..&,
m..D.

asateatunislauiin destwivesszuu (Exploit Prevention) Ui Platform
Windows, Linux wag MacOS

anunsatesiutiauad wioliia (Malware Prevention %3 Antivirus)
annsatesiunslandvestanassedugs ildmaidalanduuulalding
(Fileless Attacks)

anunsatasiumslaumlngldmsiiasevinginssu (Behavior Threat Prevention)
annsadesiuianasisunanla (Ransomware Protection)

annsatiasiu Exploit waw Malware lunsdiitlilanusefnsiofiu Management
Console l# (Offline)

da & o | g v
m.et Agent Software NaaRIUUIATDY Computer %mENumma'}m‘in'lun"l'imwum‘ga

< = ¢ o af L3 ! 14 1 3 w &
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n.e.o.
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Process Activity Logs
File Activity Logs
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Registry Activities Logs
Events Logs
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a.eo W Platform #1il...
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i Platform Aiflmnuannsalumsdumuagssyfugnamiliind u (Threat Hunting

TaginsgianngAnssunisldauifiauni (Behavior Threat) Lagausnuana

wazdonveaniasarene wu Application, System Information usiu

aunsauansdeyawmmsaidoanemdlaues TnsfiseasiBonetnaion fail

moee.e. BYUTTNVUBITEANATY

Mmoo, -1 LéuﬁuLtﬁsﬁuqmadﬁaﬁnmu

mee.m.  IHUAUNN (Source) Uaremns (Destination)

Mn.e6.c. TLUTLAUAIILTUNLTY (Severity)

aee.d. TwavBonMANTTAiLaENgAnTIY

meeb. AIALILY (Scoring) wesTuRnelaifntiuiy IP address, Host Waz semame
Iusdnatios

moe. Walavestoanauiingawy TnetioutAesiy MITRE ATTRCK stage A1

Nn.66.. ﬁ'lﬁumﬁ]miﬂjﬁLﬁﬂ‘ﬁu (Timeline)

moo. Fmsudludmiumnnisalianauiiiatu (Remediation Suggestion)

fAgmslumsnauauassiadunna (Response) aenstiaeiail

nob.e. LEAWIBRANTSLY ausialns ssnouRUABTNYIY (solate Endpoint)
Ignanee edaandenq Mu W1w management console

noblo, AWNTAEINITHE Python Script, Powershell Wg¥ System command
WU Live Terminal 910 Management Console 1ot

malo.m. LA Hash vedlwdiidasnstioatuld (Add to Block List)

a1150¥191u524A Y Cloud Sandbox %38 On-Premise Sandbox il 971AS 4

fuanay uazihwadwsunldlunistesiuld

. o v o 2 ; i & A R | | e
SEUUNUEUDIEABYINULUU High Availability w3 1 SLA laitieend ee.a% mel

annsaifisuagzuily Behavior indicators of compromise (BIOC) Wi olianunsn
a9 Alert M saifeeiintuluain deumdsld
an50uYs IP uag Domain list Wi Unsal Firewall #1491y drluadhe Policy
ifie Block ¢
@1UN30LAU Ingested Data 3@ Raw Data 'l litfaenin mo Yu uazifiu Incident Data
Talidounin eco u
@nsafmua Password gusuneanisanmg Agent 911 Management Console
detlesriulallif User nountsfinda Agent software 1
annsoliiad s Ansa Agent 1911 Application Tngszy IP address Ai%oan13
fadals Tuvmefivhns lsolate
A1U150M 59988V Y 09 InT V0958 UUUUA N5 (Vulnerability Assessment)
VUEUUUURNTS Windows wae Linux Ings198eadlwianu Common Vulnerabilities
and Exposures (CVE) wiadnmszuu/gunsaid uiafuanld ety ol
annsavilanudaruun Tnedeulundnsusineldindasmanensauiontuiu
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mbe @1U190LAAY Host Inventory 1y User, Application, Services, Driver, Autorun,
Share ¥841A3 p3mpLRUADTLA LR ansIvaeutoyaliag Al wiadam
svuv/gunsaiduiiaiunldausniy Weldaansovildaudorimunlagdes
Hurdasausineldieiemnenstnietuiussuunnadunslauiifiave

mlolo sUVTILUNLANERB0g Uy Leader ¥84 The Forrester Wave™: Extended
Detection And Response Platform, Qb bobe

mlom STUUTIYILEUDILR BT UNTT BusBLUY Single Sign-on Lﬁaﬁwﬁvﬁ'aga Jeudl
Aldnuiniluslanea SAML o.o la

mboe @111504519 Dashboard %38 Report lagldns custom query snduidouly
lumsuanstaya

mlo¢ @MTOUINABY (Alert) W Email, Slack w3 SYSLOG Tneldanain Severity Level
Industhaios

mlob FTUUTUNAUDILH Bad1UI30USWITTAN1TN 1500 11U role-based access
control (RBAC) wag scope-based access control (SBAC) let

aloat 1 APl Tidousiafy ard party Imﬂda%‘agama 9 WU Incident name, Incident
status, Incident date, incident details, I0C feed %38 ﬁauﬂaﬁ‘u 9 neatodld

t 3

. szuullesnudayagamne (Data Loss Prevention) 31U7U o ¥a nmdnwaeiiisuwin
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w3aAnd1 Asil
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<o favsmsldamilitesni eco fldm
<o Ansonsedeuilomddyileglulenasvielnduuaiomeuiiunesld Tnsende
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<.me. Keyword %30 Directory
&mlo. Regular Expression
<o Manual Classification %38 Machine Learning
<m.<. File Tagging w3® File Type
@m.& Register Document %38 Fingerprinting
<.« @unsansiadauii ovilulvdnesuunniag lunuu file type leun Plain Text
#3® Microsoft Office Documents (doc, ppt, xls, docx, pptx, xlsx) wag PDF 1¢i
<& aunsonsadeuinduazilomlulvddgniiuin (Compressed Files) Alailidnsva
oA Zip, o/Zip, RAR uaz TAR lailuednuion
&b ATATEYTEAUAUE DI (Severity) waadoyaiisrlualasmsiuunsindiuou
vastoyala '
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ea  musatesiutayaignidisziansiluakiiunie Email Client , Web Browser ,
Removeable Media , Printing , Screen Capture %58 PrintScreen , Cloud Storage
38 Network File Shared uag Copy Paste lailluagraios

e« awnsonssasunasdesiuteyaidmuddglilileutaludgunsaisinan
Removeable Drive , CD/DVD Drive luszau User |

oo fnveuanina Incident Management fiusznausae Incident Detail Tudnwng
What, Where, Who, How #lasganeazidenveadeyail salvasenluludnuas
Forensic I¢wiednmszuu/gunsaiduiiniduintdausudu tieliamnsarild
mudervun Tnedoaduwdnsusinglfiatommnemsiuieiiuiussuudesiu
foyagrymeiiaue

coo @1U15n0aR589UlUGNYME Risk Score Ranking %38 Analytics score ranking
Ay Top User wae Top Case #3e Top Incident Tnsuanagndunma Highest Risk
Top User il ﬂ’nmﬁ'mq aldwazuang Risk Score Ranking 138 Analytics score
ranking Yoausiay User %58 CASE 38 Incident 1¢ uaganunsaiinlugneazidun
Incident 1Anduluusdagse User waz CASE #3e Incident lé uiadnmszun/
punsaiBuimdnnldeusmiy Weliannsavildandedmun Tnedeadu
wanfusnelfiedemnanmsiifisfuiussuutiesiudeyagmeiiaue

<ol 111304519 Complex Policy Rule fidudautitelinisnsaaeuulouienisiday
Yoyagnioau uganndu Taeld Combination AND, OR, NOT (i arinun Complex
Rule 90 Policy Rule vene) 2l wavensnsaad s Exception Rule iiarimuniouly
AAvi fasnseniunistaduld Policy léun Condition, Source Wwag Destination
vseld Script Faelumsvifeulefidudouls
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azliaulouiy

@ i Dashboard ﬁlmu'liml,aﬂs‘l{l’mia L1 Health Alert Summary , Top Case,
Business Value 5 Data Collected Wa¥ Incidents by Severity w3 @ Incident
siraldiaiu Top incident w3 Top case @

<ad aunsauimsiamsteyafidaiiv (Archiving Incident Partitions) 1y Archive ,
Restore wa¢ Delete iiaifinseAvsnmnisvhaiuresssuuls

¢ aunsniiesatiedmiuguiasauwma 31uIU o Ya udazyausznaudle

&0 aUnsalnszanedyeyrunan (Datacenter Core Switch) fiRnanwazifisuin
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vi3eAnd1 Asil
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Eo.m. INB3A co/moo Gigabit Ethernet WU QSFPew visamnin sulivasnin
o U89 NTBUALBLINAWUU QSFP-e00G-SR MiFBIiBumn Tuiusgtey
« i Tneluga Transceiver fliauoazdondundnfnsinmeldiaiomng
msfAnfutugUnsaiiitaue

&o.d INein o/ao/be& Gigabit Ethernet Wuu SFP w3afni1 Sruaubivesnin
& 193 Wiouaualigauy SFP-eoG-SR viialisuin TuueE1aies oo
e Tneluga Transceiver lausazdonfiundndnsineldinisiuny
msfiRetuiugUnsaiiliaue

¢o.d. Imhwiglnestes b wie warinauszuimuiouss sy b wie
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