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upazAU

omoclo  Botnet Report LandLA3 047 dwgAnssuin
Botnet

ea.m.e.c.m Top Application, Application Category and
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e.mn.0.0.& Top Threat, Vulnerabilities, Attackers, Victim, Virus
and Spyware
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e.me.00 I995UNTYIN High Availability wuu Active — Standby
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52uAud (Centralized Management) dmiugunsaldasiuiniodne
Data Center Firewall #1149 0.0 31U o Y0 lagilnudnyureys
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Management) 1‘UEULL‘U‘U‘UB\‘1 Software Appliance %39 Virtual
Appliance 9138 Appliance wazdaudundnsusiadosmune
msfiafuieatugunaal Firewall fithisue
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flsyuunsiigaudmuresd guasyuu (Administrator) lagly
s1udiayannn Local Database waz RADIUS dilusgnes
AN1150USMINTIANIHIUNI Web Interface way SSH Teiidu
QNGNS
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reufiameigninemitauerulusinnea SSL
au1saUs T AnIskazUSUA suAdng 9 aandaunans
191 Policies, Object wag Security Profile wdndariumsean
TUfgunsalinnmnuaensisuuaiedienauiimneignine
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annsavenusine 1 Ifedaioedeluil
e.mb.o.e Top Source, User, Destination
emloalo  User Activity Report Lanan1slga1uved User
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e.mbe.en  Top Application, Application Category and
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svuuiuin neldiaseamneniséuientu
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(Deception) 31U o Y0 urazyaiininwuisuwivIaand fail
boo usruuiivenuuuinlagamziiieviuifidniunisynsnvestonnau
melgasuussuuiasetnglagiany
wol Lugunsal Hardware Appliance 91ngnanlasiante wioidu Virtual
Appliance Tagrla@uas1A19zfeadan Hardware dwiuldUszuiana
Virtual Appliance a8
boa dunsadeude VLAN lalivesnit boo VLANS siegunsal viea1unsn
19wnaila Zero Trust Exchange Lﬁal,%awia;ﬁauﬁlﬂﬁd Decoy ¢
bo« aunsaaiieiuindenioansnairandeasluzuuuy Real-0S decoy
30 Custom Decoy 1ng support ¥a Windows wae Linux Iiusgiios
bog aunsaiuansadradmnedmiumsduiudndesnae DHCP wag Static
IP Address 41
bob aunsnaisruuinsuiunluesets Tasdnginssufidulaiiouaies
wivhefidudmnevesfeanaumdlaves visaunsaairundede
AuiuATiReRsgUnsel etwiondall
©.e.0.0 loT decoy
.@.0.0 Printer decoy
v.@..on Workstation decoy
.@.0.@ Server decoy
.e.0.& Network decoy
v.e.0.0 Custom image decoy
bod amnsnadiiuinuiewmd odoniuil uii A dndsgunsal Tuguuuy
Application fanunsoldoildeeehaiosdail
w.e.0.e MySQL, SQL Server, Oracle
w.e.00.0 Apache Tomcat, Microsoft IIS
boc @usnaduiusnviemdedonuiuiifiansegunsal lusuuuy Service
fannseldanildadeegaiondal
v.e.c.e FTP
v.e.cb SSH
w.e.c.m Telnet
o.0.c.& HTTP
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ansanmadumslaufviemsihdstusniiadasly eghatiosssil
w.o.ce Scan lagly SYN, PING, FLAG

w.e.clo Remote Desktop lagld VNC, RDP

w.o.cn Telnet ©3e SSH

bocd Midouregiudeya

bocd Msifeursluds Web Server

i APl fidoudafu mrd party Inededayarne 9 Wy Incident name,
Incident status, Incident date, incident details, IOC feed 9150 ﬁaga%"u 9
deadols
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Appliance Taiauss1A19zAaadan Hardware duiulddszunana
Virtual Appliance A8
fanFlunisldaulisnnga voo Protect IP w3odnslunisadsiusn
Tusguu Network laduauliitpenin woo IP Decoys
annsasindeyasinynaunsalressyuuasindudvgnaiumisloiues
UusTUUIRSaTe T eTusnuazBegeuL Dashboard Leuls
annsouSmsdanisgunsaluazuiuuss Configuration leanszuudnnis
dunan
A1150UENA SIBNUNITUANINAVRIUA azg UNTlld NTBUENg 1B
muiteulefisiuals
@150 Upgrade Software va3gunsals laansguudnnisaiunans
aunsaganuzvesgUnsaln wazdsruuudaudeuangunsain lnanszuy
AN TAIUNAN
#11150v9US WA U (integrate) AUSTUU SIEM, SOAR, EDR Way Firewall
Tusthaioy
annsnfuunans (Role-based access control) mstdntieusazgunsalv
wazAvisrvuan1sdnEeAn configuration e
aunsaldnisnsiaaeudni waznisougmdgszuulagld Radius
%30 Active Directory 1)
115003153 ANNsTusEUUHIUNIe Web Ul lagldlusinmea HTTPS
lunmsidhfisszuumeanuuasasie
a1u15an12uInandoyav1ns1891u Attack Forensics ¥38 Incident
Tugyuuy STIX, I0C w38 OpenlOC, PCAP format TAEHIUSLUUUTIIS
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blo.oc aunsasulnanlndnie URL idosasduiiiornisinsegsiniensiady
mMslaudls TnerusyuuuImMsIanista

blo.ed $995UNTILATIERINAR 20819910 Word (docx), Powerpoint (pptx),
Excel (xlsx), wa PDF tndladusdretioy vdoldlndmani ensa9du
AMslANANIUTEUUUSMSIANITA

blo.ob 53UV UNMIATINTUABANAUNtlgueslUSuaToUeddnay
wIoanun lngduaTosne niensiuiannsld Tnosessunisldauls
laitleenin eo W3BUE HIUsTUUUIINSTIANISREnUla

b.lo.e0 dNsaLanIsieulaanaian1sTandiu MITRE ATTECK 1¢

©.o.0c FAINIOLAAINANTIANAKUU Attack Visualization 1158 Security Virtualization 161
Wsauans activity nslanfiuu GUI 18

blo.ox aunsoudaioulunsdififiamnmsaiaundlugdguarseuu lms Email
IalageusruuUImMsInnsle

.lb.bo mmsaeiasz’faga Log tkuU Syslog lUdssyuu Centralized Log 30 S¥UU SIEM
TArUsEUUUIMSIANG

. STUUATIITUNSLANALALABUAUDLBANATY (Extended Detection and Response
- XDR) d1%5UA5 09Aauf 1003 waz luszuuiasade (Network Detection and
Response ~ NDR) noo AUA¥3 $1u7u o 90 Tandnuusiisuriviednin dd
Mo STUURBIENNNSOA51 Incident Inensiuta Alert 910 Network wag Endpoint Agent

e
alo SYUUABIAINNSATIEY IP address AailaRnds Agent 1¢1
e SLUUABIANNNTATIN Incident Wideiu (Merage Incident) e
m.a \Ju Platform flanansau Security Events 9ngunsaidus iewiiinsisisauii
Endpoint Agent 1 Tasw 1u% 84014 Syslog, Kafka, DB, CSV file, FTP, NetFlow
waz Windows events laidusenstios
o.& seuviaue desiinalulad AVML Wieli scoring vesusiay Incident Tngdmlusia
Wedndruauiseulun1sdanisiu Incident
o5 31 Agent Software fignunsafadaleu Platform Faeluil
mo.@ Windows
mbolo Linux
am.o.en MacOS
am.o.@ Android
mo.& i0S
e dunsoRnRULATeIRELRaResgNTIe Srunliitosndt oo AVANS
a.c Agent Software fithiaue Fosimnuannsoegreioassieluil
ace aunsatderiunmslauffidesinivesszuu (Exploit Prevention) Uy Platform
Windows, Linux gy MacOS
a.clo aunsatesiudauds...
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acl  ansadesiutiowns wiolasa (Malware Prevention %38 Antivirus)
maa  annsadestumslaivesiauiseiuge ldmeadalanfuuulailding
(Fileless Attacks)
ace  annsadestunislaudlasldnsiasiziwgdnssu (Behavior Threat
Prevention)
nee  annsadesiulauasiseneila (Ransomware Protection)
meo  amnsadesty Exploit waz Maware lunsel 7 luaunsad an ey
Management Console 1¢1 (Offline)
o Agent Software fifnsauwAies Computer aedasiinuannsalumsiiudeya
wiglflunileyt dmsummmsalurazivnnisallfedales ol
ae  Process Activity Logs
aalo  File Activity Logs
mclen  Networks Activities Logs
@  Registry Activities Logs
ax&  Events Logs
oo Hu Platform filmenunsalumsdumuazssy foneuiliAndu (Threat Hunting
Tngdinsgrannginssunsldauiiinun@ (Behavior Threat) uaganansauan
s10azBnveAIoslatena 1w Application, System Information L8ugiu
nee dunsauanidoyamanisalfvanaunidlyues Insilisivazidened ey ot
noeo.e ITUUTHANYDNYANAIMY
moel Tu-ia Bufuiardugaueaiognay
aee.a  FEYAUNIN (Source) Uagns (Destination)
n.e6.€ TTUTTAUANUTULTS (Severity)
noe.d TUaBEAMANISAILaENOANTIY
Mmoo  AIATLUU (Scoring) ‘Uaﬂﬁlaﬂﬂmmﬁatﬁmﬁuﬁu IP address, Host Uag sermame
Indusdntoy
0n.06.60 Lmﬁﬂmmﬁﬂqﬂmuﬁmnwu TnefieulAesiu MITRE ATT&CK stage 6149
mood SFUmMIAIIAATY (Timeline)
moos  Temsuflvdmiummnsalfvanamiiialu (Remediation Suggestion)
mols SABMsluNIRBUALBIRDAIANAL (Response) atoesdl
mobe LENWIaAAN19.d pusaLa3 osnouRiamaignyie (Isolate Endpoint)
Tgvanen wemden fu Hu management console
nobl  @WITOFINITHE Python Script, Powershell wag System command
tU Live Terminal 910 Management Console 1¢
molo.a L Hash veslndfidesnistesiuld (Add to Block List)
mom @11150791U50RU Cloud Sandbox 3@ On-Premise Sandbox 1l 931AT184
fuana uwazinadnsuldlunistesriuld
moc STUUTIELRIHowhULUU High Availability 1150 i SLA lsitiosnin «x.«% sol
no& dnToiiuuazuAly..
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mo& @u1saiuuazuily Behavior indicators of compromise (BIOC) wiolifanunse
a$19 Alert Mnmamsaifineinduluefin doundsld

mao @11150UYS P wag Domain list lfgunsal Firewall Al¥a1u yrluadrs Policy
e Block 1¢f

a.oa @130 Ingested Data %30 Raw Data T laltfoandn mo U uazifiv Incident Data
Ialitlouni eco Ju

moc @NsafMuA Password d1mSunenn1sAnm Agent 911 Management Console
\iatesulallyf User neunsiinis Agent software 16

mox @unsaliiaiesiianne Agent 1491 Application Ingsey IP address fifeanis
Aadels Tuvaefivhing lsolate

mloo @1UITANTIVEBUY INT V05T UUUN UAN1S (Vulnerability Assessment)
VsTUUURURNS Windows wae Linux Ingdnsdgadyrini Common Vulnerabilities
and Exposures (CVE) wiedamszuu/gunsaiduiiaduanldausiudy iileld
annsavhldmudatnun lnedeudundndausinelfiaiemneniséfentuiu
svuuasdumstauiviae

mloe @NUNTOUARNY Host Inventory L4u User, Application, Services, Driver, Autorun,
Share 189103 a9AauABS LA LA onTvdeuToyaldaE1959m157 neTam
sruw/qunsaiduiaiusnldousniu Weliamnsevinldmuderimunlnados
Hunanfsinelfirsomnemsiiietuiussuunsndunmslauiiaus

oo izuuﬁﬁﬁLauaﬁaaaq'IUﬂq'u Leader 9483 The Forrester Wave™: Extended
Detection And Response Platform, Qb bolb&

mlom sEUUTIUIAUEEA 09095 UNTE BURBUUY Single Sign-on Lﬁaﬂwﬁﬁaga Teyad
Alfnuiuluslanea SAML .o 1@

mlog @13150a519 Dashboard w3a Report Tneldn1s custom query uiduidoula
Tunsuansdoya

mlog @nnsaudaieu (Alert) Wiu Email, Slack %39 SYSLOG lasiaanann Severity Level
Tousthaios

mlob STUUT YILE@Ueazd eean1sausnissan1sn1sidrlduuy role-based access
control (RBAC) way scope-based access control (SBAC) 1)

mlow §1 APl filfouneru ard party Ingdadayaniia 9 Wy Incident name, Incident
status, Incident date, incident details, I0C feed %3© %’agaﬁlu 9 Mhetosle

¥

. szuullesiudayagane (Data Loss Prevention) 31U3u o 4a Tnaudnwaiziiisutin

v
v

v3efnd1 Al
<o Wuszuuiignesnuuuindwmiudesiunsgaymevesdoya (Data Loss Prevention)
<o favdnsldmilidesnii eco fldu
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wadiadedl
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<o Keyword 139 Directory

&mlo  Regular Expression

e Manual Classification %38 Machine Learning

<a.c File Tagging 3o File Type

&m.& Register Document 30 Fingerprinting
anunsansaaeuld e lulndwesuunsneg lukuu file type léun Plain Text
138 Microsoft Office Documents (doc, ppt, xls, docx, pptx, xlsx) Wag PDF 1t
annsansageuliduaniomlulnaiigniusa (Compressed Files) lafléiidhsvia
I6un Zip, #iZip, RAR waz TAR laiduegratiey

annsnszysERUANIAE (Severity) yostayaiiilvalasnisimunaindiuau
vastoyals

aNsfnRIULLAS BeABLRNADT UUTEUUUFURNS Windowseo n3eluiind
wag MacOSem MsaivsinItla

ansadlesiutoyaignifiiszianmsialuakiums Email Client , Web Browser ,
Removeable Media , Printing , Screen Capture %38 PrintScreen , Cloud Storage
%39 Network File Shared wag Copy Paste ldluatnstios
ansansvaeuuazdosiudoyaiiianuddglililoudeludegunsaidinn
Removeable Drive , CD/DVD Drive Tusgéiu User 161

fivtiasuanina Incident Management fiusznausae Incident Detail ludnwaz
What, Where, Who, How lc’ﬁmaqswasLﬁamaasﬁay’aﬁgﬂwaaaﬂiﬂ‘luﬁﬂwmz
Forensic ldviednmsyuu/gunsaiduiuiiuantdawsuiu ieldansarhld
audermun Tnofeadundndurnelfiniommnensiifeafutussuudeaiu
Toyagameiiaue

aunsananisieuludnuniy Risk Score Ranking %39 Analytics score ranking
Mm% Top User waz Top Case %38 Top Incident lnguanadnauaiu Highest Risk
Top User ﬁ‘ﬁmﬁmﬁ"quﬂﬁ'uazuam Risk Score Ranking %3 ® Analytics score
ranking Uasusia User W30 CASE w30 Incident lsf wazanunsaidnlugieaziden
Incident M1AnT uluusiayse User waz CASE w3e Incident 1 n3adamszun/
gunsafduifinfuunldausudu Welfaunsamhldnudedvun Tasdondy
wansnusinelfiniemmensiifistutussuutestudeyagymeiiaue
ansaadne Complex Policy Rule fidudeuiielinmsnsiaseuuloviamsidnu
Fosagniesutugiunndu Tngld Combination AND, OR, NOT Wi orimua Complex
Rule 910 Policy Rule v1ane¢) fale wazananseas1a Exception Rule Wetmundeule
fiewii foanseniun1staduld Policy léun Condition, Source Wag Destination
viseld Script Faglumsvhdeuleuiidudeulst
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awnsaisengeaziduamnn1saliiiadu (incident) Usznausie Ju/an,
Address §dv/i3v, fnvinisazdia, wleureiasida, Wslaneanld, Indduady

aday

flgndseen Taefimsudaiteu (notification) ki1 Email luguiliAeades lunsdnily
aziliaulauny

% Dashboard ﬁaﬂmimmm‘ffayja \9U Health Alert Summary %39 DLP Incident
Summary, Top Case/type, Top Classification %3'® Business Value 15 @ Data
Collected wag Incidents by Severity #3® Incident 149 16 141 Top incident
30 Top case [

au150u51159AN155 03 a7 9ALAY (Archiving Incident Partitions w3e DLP
incident) U Archive/Backup , Restore wag Delete/Purge WioiudszavEam

AsvuTessEUUle

. gunsalinsatnedmiugudasauma 91U b Yn udazyaUsEnauRIY
&0 gUnsalnszaedygrandn (Datacenter Core Switch) figuanwaziiiguiyin

2
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&o.e i Switching capacity 1939 Bandwidth wunliiaunin «.& Tops Wag Forwarding

rate BuAlaitiEENIN .o bpps 138 booo Mpps

Col IMheanudmvdn (System memory) litipeanin e GB
Eom INDTA €o/eoo Gigabit Ethemet LUy QSFPos wiafnin 3nunulitdasnin

oo Y09 WiouAUBLUNARUY QSFP-000G-SR M3alfiguwi drurusdietioy
< wihe Tagluga Transceiver Maueszdondundndnsineliiniomung
mMsAdeafiufiugunsaiiiaue

o fNDH o/eoc/o& Gigabit Ethernet wuu SFP wieafni1 $1uulitdesnin

<= 199 WiouaUBlURaUUY SFP-00G-SR W3alflguwi I1uruedeies eo
wihe Tngluga Transceiver Mausvzdoulundndnsinelinieamug
nsibgatuiugunsaliniaue

o fmheinglnagaios b mhe uasipaussuisauisusgeios b nihe
Cab  I935UIUIU MAC Addresses liitpanin «lo,ooo Addresses

&oo @150 Routing Protocol WUy Static, OSPF, BGP leiuatstiay

Eoc @O P Multicast routing protocol éua PIM-SM, PIM-SSM leiduatineioy
o @1WsARIMUARMAINNITIAUTNS Quality of Service (QoS) A2y IEEE

&ol.ep, DSCP, Priority Queuing Lay (WRED #3'a WRR #58 DWRR)
Iduegratiey

Eo.00 dU150RMUANISY03AUN1 T T DY AR 28 Port ACL, Router ACL

#38 ACL IPve, wae (VLAN ACL %38 MAC ACL) 1@

Eo.o0 dilnTuiiamsatoriunslaudnieyungn A1g Port Security, Private VLAN,

DHCP Snooping, ARP Inspection e g (IP Source Guard w59 IP Source
lockdown ¥38 IP lockedport) ¢t
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#1 Switching capacity 38 Bandwidth unlaitiounan e.e Tops Wag Forwarding
rate YunlitipENd1 @.0 bpps 138 @coo Mpps

fiwesn co/eoo Gigabit Ethemet LUy QSFPos w3afing1 Suiuliesnin
© P09 NeuauslugALUY QSFP-e0oG-SR Wialisulvi S1uiusd ey
b wiae lngluga Transceiver fauevzdoniundntusineliademung
nsfuieafufugUnsaliliaue

fiwesn o/eo/we Gigabit Ethemet WU SFP #38SFPos %50AN31 311U
laitfosnin & Y89 Wiouauslugauuy SFPloeG-SR visaliBuwi S1uiuees
108 o MY UALWUU moooBase-T 3oLl 31uIUsE 1Y « il
Tneluga Transceiver filaueazsondundnfasinmeld irRssINIMIAREITY
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5995U3117U MAC Addresses Litfaanin «lo,ooo Addresses

amnsevi IP Multicast routing protocol éiuA PIM-SM, PIM-5SM Tt ueeinetios
@un5avi1 Overlay network ing) MAC-in-UDP encapsulation snusnnsgnu
TUslnaea VXLAN Taduegreles

A1UNI0NIMUAAMAINNITIAUSANS Quality of Service (QoS) Ay IEEE
&ob.ep, DSCP, Priority Queuing Lay (WRED %58 WRR 58 DWRR)
Idusdation

anusaniuanisdeenunisd1udeayanieg Port ACL, Router ACL
way (VLAN ACL %158 MAC ACL) 1@

&o.oo Hilsdufiannsatesiunslaui Wioyngn Ay Port Security, Private VLAN,

DHCP Snooping, ARP Inspection, k&g (IP Source Guard #5® IP Source
lockdown 38 IP lockedport) 161

&a gunsainszanedyyias (Management Switch) Sianuanunuziiguwivisednidi asil
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fiwesn oo Gigabit Ethernet Wuu SFP+ u3ofn31 Sruiulitdesndt « vos
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