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b.om.e H5EUTUSISIANsInAlulagandiunarslaniumin Web Ul
v.emb HAuEsalun1sase Container Host 30 Kubemetes 161
b.omm danuasnsalunsi Pod Thduluay Policy fifmun
b.on. Saruausalunsvi Image Registry tietel3l4ifu Image fe q Aifinng
Tgnunelussuuvesesnns
b.em.& H5zUU Application Store ’Lﬁp;ﬂﬁé’fmumamﬂLﬁanﬁﬂﬁgmaﬂsﬁmu Application
Ialauns
.o AANELTalUNITY Monitoring & Alert Imsmmsamimmwmﬂiwumu
11514 CPU. Network wa Disk WU Realtime waanansasarin1sudafieuiitefmuaaiindiie
9891349 CPU, Network wag Disk 1
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o. gUnsaldaiudayanieuen (External Storage) 911 @ SEUU UsazszUU dRakinyY
oghatio fail
a.e gUnsaldaIuTeyadIuna dwSugusansaumena 7l o S & ya Saudnuae
sieynaenation il
a.e.0 UugUnTal Appliance feonuuuniieldlunisdniiuuuy Object Storage
Taglanie LLazqﬂﬂsiﬁﬁLauaﬁaqaﬁuaqﬂﬂﬂmﬂaa Object protocol #3® S protocol $8393UN13
vhausmfugunsal Controller 4 mlo fiiuduelulasims
.60 SEAMUSILUY Cache Memory vunasilaliaenin beo GB w3shni
.0 31 Interface WU Ethemet Sannunga lalvfasnan e Gb niednin eg1ey
o port
m.0. Smiedaiudeya (Hard Disk) uuu SSD %30 NVMe SSD %39fin1 A
laifeenin m.e TB fevuae Iuiulivesnin el M
n.0.& Sumnassgln (Power Supply) WUy Redundant #38 Hot Swap 31U o 11y
wazannsavnaumaunuiullunsdundsselniladmislianansaviheuld
.05 AuNI0RARIIE Rack LULINASTINIUN o il
oo 9Unsal Controller dmugudansaumaiinu 1 o $1au b g0 daadnuazdoyn
oghation il
a.lo.e 1Jugunsal Appliance fioonuuuaieldlunnsvih Controller Tagiamy
Franusavireusiuiugunsaliniiuluy Object Storage fof m.o Minauslulasinis
oo SIS uy System Memory wunasinlidosnda mle GB viseRn
o il Interface WUy Ethernet daui§alaitiasnin e Gb w3efinin agreies
© port
mlo. funasangli (Power Supply) WUU Redundant %5 Hot Swap 31Ut o %u7e
wazanansovhaumaunuiulalunsaluvasdnglndladmilsliannsarienld
mlo.& @unsaRaRadng Rack LUUINASTINIUA o il

. 33UUA15RetaYa 911U o TEUU usaeszuiinainunzesaonl
.0 gUnsaiifuluy Appliance 7l gneenuuuindmivszuudiseatoyalasianiz
ﬁm'i(?mﬁy’ﬂ Hardware wag Software Storage system
<o SneUsvananandnlitesnin eb Core wazilmmsihitesndn b.e GHz $1miu
T3itfounin o Processor Wagiimiheanudman vunsiuhivesnit eel GB
<.n 31 Hard Disk in NL-SAS w3efini1 ifAnRa RAID o Imeiin13q Usable Capacity
laifounin mee TB
<.« gunTlfeyn fveudoudasil
- WU Fiber Channel Anudaliiieenin e Gbps S1uaulitesndn « Port
- LU Network Interface @o Gb Ethernet Base-T 3munuliitiesnin « Port
- WU Network Interface eo/& Gb Ethernet SFP $1unuliitiesnin o Port
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<& @n190¢) Hardware Status 151’51’0’5 CPU, Disks, Power, Fan, RAID wag Fiber Channel

<o gunsallfuluy Zero Trust architecture Wagiinisyh Hardening ¥99sEUUALNTEUINTT
e STIG

<. TAaAns nsldugnieanungune Tunsdrsesdoyadmivindasneuiiames
Wiy #IUUe @

<. favansnsldaugniesnungmne lunsdsesdoyadmivssuuufianmsiaiion
WASEUUUSNTINMSAMSUSEUUIU Micro-Service e o

<.« favansnisldnugndesmungmine lunisdesdeyadmivssuudansgiudeya
(DBMS) M99 e

.00 T095UMsdsesteya Hadoop, HBASE, MongoDB Luu Agentless Tneiinmsestaya
wuUUNSEEVaNeYesela (Parallel Steaming)

€00 @Ns0d1somarAudeya Namespaces ¥04 Kubemetes H1u Web Ul 161 uay
mmsmﬁaﬂfﬁﬁu%ga (EES ConfigMaps, Namespaces, Secrets, Persistent volume

<0 gunsaasrmsdounellliiuiaiosgniteiivanly (Re-establishes) vinisds
feyaroangniivganisieusie (Resynchronizes) 1@

.o 5935UNsIFuLUUTINEUES (Centralize management) S UsEUUE5DITOY ALY
ildauey LLaxmmindwsﬂauimﬂaswdNﬁ’uLLU‘uamm']m’i;w%'au (Deduplication) tilianunsa
U'%Wﬁ’{fmm'iw%"wmnﬁzwé"ﬁaﬁagaﬁﬁu wazifinUsansamlunsiay

&. 'sz*U‘ua'i'ﬂmmwuﬁmiaummﬁmam{ (Map Engine) 917U @ T5UU WAAYIEUU
finnianuairagwtioy il
.0 d1un1508nuUULar AT lATIAs 19N U§IUVBITEUY (Infrastructure Strategy)
fiswandon fil
¢.0.0 NM0ONLUULAZTATlATsas st ugunsliudmsteyaglarsauine
ﬁ]x(;IIENE]E)ﬂLLUULLﬁSWGNH’]ﬁ’;QMQJﬂIugULL‘U‘U Micro Services laganiun Services #i4
.00 M3vBNLUUNAZSMIMTASTEE g sy Tngldudnmsuims Service
&8 Container Orchestration Lazl#a111505095UN15AARWUUU Automate Deployment uaz
HosEnu5aTe93UNTSIEETEUUIELSULUY Scale-up uay Scale-out wuudnlulfR Ingluiddodnr
Fesmshnsaduguddeya (Data Center)
&.0.m f5zUUATIEDAANLENSTNOUBdILYsEIIaRAT iIm T uS s
M4 9 (Services) wounsinnuan1usYedLAg paul Y suaziAd esul U suuuLalou Tiunsyuy
wionfuinsusaieulunsdfissuudUamisiig q wwu ﬂ'\i’lﬂ’j’mwmaﬂswuamaﬁqmdwﬂﬂﬁ Ph)
nslilanansaliusnngsng q wieuiuaaRtymiistu ieuansmadinseidgmilugunsin ass

aamtuszuule Wusu
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o w

¢.0. suUllfifasiing ossrurudedns dndudldaussuy wezdedain
Boswsmamsldnuitud USunanisidnteteya

&.0.& %UU‘V]iEJ\‘ﬁUﬂ'ﬁLiEJﬂI‘UQ’]u APl )NUSNS (Services) fidsmnunsSenldau
wioniuliitfosnin moo ASueIuTl (Request per Second) Tuvauziieniiu

&lo 4IUNIFUIMTIANITTEUU (System Management) H518az18en i

¢ lo.0 STUVTALLARIMNTIINTTIUTeEUY e lquasyuuamsaLi
annvoy amwmmmiuuﬂuiuu:uu‘uaa NN BITN AT LU mmus’ﬂmmuiusvuumwm U
Yoyaszyinu (APl key) v mmums’lﬁmuusmsmamawwmm

&blo szuumﬂ‘zmumuawﬁqaqm‘uaqsuwwmmsm%wﬁadwmiﬂ%’mwﬁ
mMsvhauvessyuuld 1w MsUSuusegUuuL Theme Y835y MsUTuussgULuuNsdBE uaz
nsisAnsideuste Identity Provider #a 4 feumsg I OpeniD

&lo.a IN15USIMITIANMIITUUTsTUM ST lawn
- msusmsdanisgldaru (User) waznguglda (User Group) i
maiFung msiin nsau msuilugldonu (Usen) waznguildau (User Group)
- mMsimuadnsnsidndanisvihauang o vesszuu Tauagldam (User)
waznguil¥au (User Group) lhegnedass
- Msudmsdanswazmsidnldnussuumedeyassyiinu (APl key)

. mmmaiwwmamas yiau (APl key)

&lo.& Ansafmuaduuineny Ysinanisldauveasasyadeyasey
fnu (APl key)

&lo.b AUITONTIVFBUAISDWBIINTEUUAUNN (http referrers)

&lo.o annsauiia snidn uily wazseIunisidau APl Key

&lo.c aunsaimunansnisidnfedeyaiiu APl Key oliludledoya

& drunsuimsiansdeyagiiansaume dgaziden il

&.noe mSﬁ]mﬂU‘Uauaﬂmmiaumﬁ (Geospatial Data Store)

&l 5Y UumumauammmﬁmLﬂmJauaLmumumauamwum Uszum Vector Data
ﬁawmimaﬁ’ucﬁagaeﬁ%u&i o Jf uaz b.¢ IR wsamwagamaﬁmﬂ (Properties Data) Tagiduly
mmsﬁaﬁmummﬁmLﬁusﬁauaﬂﬁmsﬁumﬂﬁﬁmuﬂiﬂEJ Open Standard Tus1m5§1u GeoJSON uay
GML mmsmaqswauamum o 16 uaz o.¢ 1

&.m.m 5“"U‘U$EN§‘Uﬂ’]’iﬁ]ﬂLﬂU‘UauaL‘U\‘]WHVIUi”Lﬂ% Raster Data w147 idunn
amfioy nmanemisenid amainlasu uazamiliinainnsuszuana Tnedldnuannsoden
Avafiungluszuu wie msWeuserussuudafiudeyanieuen wu FTP w30 AWS Sm (Simple
Storage Service) wazdatiuluzuwuy COG (Cloud Optimized GeoTIFF) iieliiuseansainlums
Senldanudeya

b4
=1

& . SYUVANI05095UN5UNE (import) wazdseen (export) Toyaldeiiud
wuu Raster luguuuulie Ingsesiulndunuana ldun GeoTIFF uaz JPGoooo

&.on.& 3TUU

swaaxlﬁaﬂﬂzué’nmumawwz‘lﬂiaﬂﬁﬂ"waﬁ’mmizuumi%’ﬁﬂﬁauszuu&ﬁnmaﬁné (DOL Smart Survey)
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€. FEUVANNNT0505UN5UNLT (Import) uazdseen (Export) %Qa@aﬁuﬁ
wuv Vector luguuuulng tnesessulndunuana laun GeoPackage, ESRI Shapefile, KML, Mapinfo
Tab File wag GeoJSON
& oo sruuiimstufinuseinsdeudeya dun ddoudeya Suiiadedoya
LLazi’uﬁﬂ%'Uﬂqq%ayjadﬁqﬂ ’Luum’awsts‘iTa;gaLﬁ@lﬁaﬂu'}samsmaauLLazﬁmmﬁuﬂﬁsLﬂﬁauLLan
UBNRHE
& MmAwszideyaniansaume (Data Processing) Sls1waziden il
& <. sTuvsenuUUINlsessuNsUstnanatoyagiasaumeaues owai
WUU Asynchronies uaganansasesfumsUszananandey 9 Aulunanfeiuld
¢.c.o syuuigamddlunisusznanadeyagiarsaume dmsy Vector uaz
Raster Lﬁaﬂﬁu R Clip, Union, Intersect, Buffer, Calculation WHudu
&.c.m Meldszuulsznana sessumsdaiuuudiasdlunten Python Tngasa
{HumieUszanana (Processing Module) tel#lunisusssnanadeyaamzizes
&< ansnadruuuasimsyssananadeyaluguiuuidunianisyingu
(Pipeline workflow) agldnuaeuszadana (Processing Module) mafiszuulisaufuniheUsyanana
fildaaiauliaunsahouselesiu lnsaunssiuaveuvudaouuunsiin
&.<.¢ SruunsUsEInanassavuLuuimuaatld (Schedule) 5o
Amulviauleaiug
€. fszuuuimsdaniseulszulanataya (Job management) figunsn
ATIvEeU Log file 1¢ uazamnsadnmunruAumihuazdanuzvesnisszananals
&.<.0) A111509095U Processing Node 7 1128 Uszaanan 1981 Graphic
(GPU) wazanunsadsnsUszananadisinnudeans GPU luvimsdszananaldednagniios
&.& Mauanmadeyagiiansaume (Data Visualization) dwaz1den ol
&.&.o Toyaiaiuiiuuy Vector fiegluszuuazdesliuinisdoyalugiuuvy
w4 Vector Tile W Native mndoyaiidnfuresilénu duldnuaunsofmuaguuvumsuaniua
983 Vector Tile lamenuias
&.& o SEUUTDITUNMTES Vector Tiles fignunsafvuasnfidifysewinems
a$14 Vector Tiles ¢ 19 n1sharmuszazuaImsuenBunuil (Zoom Level) n1snsestoya nsvh
nqudeya (Clustering) nsansieazdeadoya (Simplification) 16l \usiu
&.&.a Foyadeituiiuuy Raster flegluszuuliudnistoyaluguuuuues Raster
Tile 1y Native 9ndeyaiidaiuvesilinu Feflfruausadmunguuuumsuaninaves Raster
Tile ladenuLed
&.&.« syUUseiunsaie Raster Tiles flanunsafmuansianwalusziing
n15a¥1q Raster Tiles 1et 19y Tfuansnalun1snaud (RGB) N5UAAINALUU Gray Scale 138
nswanIRakuUIIMUANGY (Classification)
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&.&.& STUUBYANAIRHIT NN SaMIUATULUUN SUARING WAL IZADIENTE
Usuiasumsuanswaldmunnudeins

& swuuligldnuadumsuansadoyafiannsanauraudoyaanyaiouas
MSAMUANIASAINISUAAINE NMITMUAYLNA Nsivund mMsimualersuvesdeyaliodiedasy

b. YONH LIS 52UUT1897U (Bl Report & Dashboard Software) 91U o S¥UU UWAAZTEUY
finudnuaizatatioy il
o.0 \JugaenduaSTiTAvANS g eImungmneaaenszenatlasims vieliteundi
o ¥ Tuguuuudvsiiaunsaldauldedialos ol
b.0.0 A sdoyauaziins1zvidoya (Designer wie Creator %30 Explorer wse
Developer) swavitfosnit b avs
b0l flinuiigioya (Viewen swaulifosnit oo ans
blo $995UNTYINNUVUTEUUUURNS Windows o, Windows ee kag MacOS
oo s0s5uNseusefugudeyaldnainnatedszian 1 Oracle Database 00.x
‘%uVLU, Microsoft SQL Server boo& ‘ﬁuvl,ﬂ, MySQL ¢&.o ‘T]Iulﬂ, Microsoft Access, Text files - comma
separated value (.csv), Microsoft Excel (.xls, .xlsx, .csv), HP Vertica, PostgreSQL i’JﬂJﬁg 4 Google
Analytics \Jueg1atio
b.@ @11150%1n15AARlUsL9R (Deployment) Ll planss 189 UVUsEUVY TR NS
Windows, MacOS, Linux wag Unix 1@
.¢ 503U uidsnedldvainvarsunanesy léun Tomeat o F1lU, JBOSSH.0.0
%Iuvlﬂ, WebLogicabc éﬁy‘uvl,‘d, WebSphere.o ‘51411), Resine.o.& “ﬁyubl,ﬂ, TongWebo ‘i‘TyuvL‘tJ 57404
Web application servers
b.o m‘mmLLamwaiw&mulugﬂLLUUﬂiWW?\IﬂﬁMmﬂMmU LU Pie charts, Column charts,
Line charts, Combination charts, Bar charts, Gauge, Area charts, Radar chart, Scatter plot,
Bubble charts, Map, Multi-layer Pie chart, Rectangular Tree, Funnel charts, Heatmap, Word
cloud, Gantt charts, Structure chart, Box plot
o.0) TOISUNSUAAINALUUNT NN o 8
b.c@ @13150 Drill down %TazgaLﬁaﬁuﬁuswazlﬁ&;ﬂﬁﬁﬂaalﬂlﬁ Tagliddudestou
Tusunsufiasiis
.o aTadURFUS (nteraction) sywinayuuesin 9 a1elu Dashboard 1a
.00 dunsavgnensiingiuiiogieyaldetredniay vunth Dashboard 16
v.00 dunsnatwennsidugunmuyana .png la
5.0l NAINToRALUUTIBITUAITI9Ad 18T RIS Microsoft Excel wagiin1g
vhaadneedeiu Maudunsianmsdearaduasmsldgnaran
o.0m sesfumaAluladaianmuesdoyafeitsidumsuvasteyadunsmlamenisain
Wag214 (Drag and drop) Taelddeyaaingrudeys wazuanseeninluguuuuvesnsiiin
o.0c anunsafiasseliiey Dashboard iy Web Applications u q lat
b.ed @W90...
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b.od mmsaﬁmumﬁwémﬂ%ﬁﬁﬁayja (Data Access) Tnewtiil (Roles), wiun (Dept),
vidodevasfldanu (User)

b.eb @WN5AI38NY31BUWIE Dashboard si1utiules 1neses3y Web Browser 1Asgu
19U Internet Explorer Version e of uly, Firefox, Chrome s2u9s Android Browser, Apple Safari,
Mozilla Firefox, Google Chrome

b on ANL1sAMMLAANLAZEBAveIMsSIaRHaTIBIlF AN TiansuaRHAUY
gunsaiiiefio uaznsuAAINAULIBVUALVE)

b.0d dunsndwensenuluglfnuiusue smumsiaaaimmuel il

.o §lyun Data Entry iilesessumsudly au vierfudeyalufigudeya sautianunse
vdhdeyaann Excel aslugmudeyarumihssaula

oo @1M150138NAT1891U (Report) Wag Dashboard Wy Web Browser (EEARITCRR
noufinmasuazgunsailadeud (Mobile) sauvian121ilvan Dashboard tulWduUszian PDF, Excel
waz Word 1@

bloe dsaUsuLAtELUsENUATS 9 vaensminseunugilanndiu Taghideudou
TUsunsy wagdsanunsailiou CSS %3 JavaScript ieusuusdlansunnduls

oo ansntiirdeyanngudeyasmentsidien SOL uag Store Procedure ol

b lom dnansadaivsenulilueiesneniamesdiuyanauazionds nieddlndlude
Aoufinefiesoduld

blog @11150Y91UBBNKUU Dashboard wieeanuuusisuwuueelalld lnglinea
\Fousodumesiin

o. gunsainszedeyanauaSette (Core Switch) 1 b 4a usasyrilnauinuoszed ey o

oo JVUIAVBY Switching Capacity Litioeni1 el Tbps

oo SN0 WEGE WUU SFPbe M3annI1 S1ullidesnin be wesn

o.en NB3M ©00GE WUU QSFPew vi3annin S1uiuliiesndt o wesn

. @111505995U VLAN lalitesndn € ooo VLAN

o.& auayuIwIl MAC Addresses Talsitdpenin €oo,000 Addresses

.5 @NNTOVNIUANLINTFIUTEUUATEUNY IEEEGol.eD, IEEERoL.ow, IEEEROL. 65,
IFEEcol.eQ Inilustsiloy

. @309 IP Routing Protocol tuu Static Routing, RIP, OSPF, BGP, RIPng, OSPFven 91

.6 @NUNTNYINUMNNINTFIU Multicast wWuu PIM-SM, PIM-DM, IGMPve/Vie/ver 16t

ol FOIUNMFIINNUAINLINTFIY Virtual Extensible LAN (VXLAN)

o0 @WTAUIMITUAZIANTEUNTaIMEY CLI, Telnet, SSH, SNMPven

.00 Hunassrgln (Power Supply) WUy Redundant %38 Hot Swap 91U b w1
wazannsavnanumaunuiildlunsduvasanglniladmidlidannsariauld

o.ob Nﬁmﬁm%ﬁ'ﬁ%auaéfaﬂaﬁlu Magic Quadrant for Enterprise Wired and Wireless
LAN Infrastructure U wolb& lusefu Leaders
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. gunsainszanedyyraua3eu1e (DMZ Switch) 911U b 4n urazyalnuanye

oehetion fail

®.® JUuInTd Switching Capacity litosnin e.oTbps

<o IN0¥h LEGE WUU SFPs 13aAnI1 S1uubitesnin be wosn

& IN0¥M ©0oGE WUU QSFPc wseinnin Srunulidesnin « wese

&.& @111505995U VLAN lalideasnin & ooo VLAN

&.¢ aduayuduIu MAC Addresses Iolsitlaeni1 woo,0o00 Addresses

&5 @N150YNUMNLIATFIUTEUUATEYY [EEERol.eD, IEEEGol.aw, IEEEzOL. 65,
IEEEGob.eQ lailusdetioy

& @15 IP Routing Protocol wuu Static Routing, RIP, OSPF, BGP, RIPng, OSPFven 1]

®.& mmsaﬁ’mumummgm Multicast wuu PIM-SM, PIM-DM, IGMPve/Vle/ven 1]

&« 599TUNFTINUMUNIRNTEIY Virtual Extensible LAN (VXLAN)

@.00 @MsaUIMIsIazdnnIsaUnsalnlg CLI, Telnet, SSH, SNMPven

G.00 Hwnasaeln (Power Supply) Wuu Redundant #3® Hot Swap 97U3U b 178
wavanunsaveumaunuiulalunsalundsanglniladmislianansavinuled

&0 Nﬁmﬁmﬁﬁ'ﬁ%ﬁuaﬁmasﬂu Magic Quadrant for Enterprise Wired and Wireless
LAN Infrastructure ¥ wol¢ luszau Leaders

&.om qﬂﬂsaiﬁﬁwLauaéfmLﬂuﬁﬁalﬁmﬁuﬁuqﬂﬂszﬁﬂisma ey uLn3eUie (Core
Switch)

. gunsainszanedyaranaiedie (Data Center Core Switch) 91U b YA UAAZYA

finusnunizetation dail

&.o HYWIAD9 Switching Capacity laitioeni1 e Tbps

&o INesH bEGE WU SFPb wiaRnI1 Suauliitdesnin be wosn

.o iN050 ©00GE UUU QSFPs visenni1 Suiubitesnit me wosn

.« atuayuIIuIu MAC Addresses Talidesnin €oo,000 Addresses

&.& @3150%1 IP Routing Protocol wuu RIP, OSPF, BGP, RIPng, OSPFver-l

&b @NTIVNUAINIATEIL Multicast WUy PIM-SM, MSDP 16

.ol TBIFUMINNUAULIATZIU Virtual Extensible LAN (VXLAN)

«.@ @snuImsiazdnn1sgunsalalg CLI, Telnet, SSH, SNMPven

.o Tunasangln (Power Supply) Wuu Redundant %38 Hot Swap 41174 o %18 uae
annsavhaunaunuiuldlunsdunastglnialadmidliansaviauld

®.e0 HAnSusiAvaueafasagly Magic Quadrant for Enterprise Wired and Wireless
LAN Infrastructure U wolo& luszau Leaders
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ox.¢00 mmmﬁmumumm@u Microsoft eo& Networking Partner Program 8

ox.c il Gateway...
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o«. il Gateway Connection Locations L‘ﬁ DIDIT Umilﬁf UM DVDIRemote Users Iuﬁy uﬁ
vilan wazdiosll Connection Location aefituszinelnediae M’%aﬂsﬁhauaaﬂﬂsﬂiﬁaaamﬁgﬂLﬁasaa%’u
msdeumeluusias Locat|on IUiULLUU High Availability Ly Active/Standby i3 Active/Active

OR.& ’i”UUVlU'ILﬂuamﬂﬂimLﬁm holistic dashboard v84 Threat , threat trend mﬂm
Internet access Wae private access WsaummmmLLﬂﬂﬂm‘Wi?mm Impact user , Impact application
wag Impact security policy 1)

6x.00 1152UU Machine Leaming lunsnsaanunaiindanasifiy Domain generation
algorithms (DGA) tiedias1zin1annsal Jeaiu Malicious Domain Flaienunnnould

ox.00 a1150TastufsAnANYSELAN Vulnerability Way Spyware lalagaiuisa
Swian Signature Trsduuudnludi@le

0.0l f152UURTI195U Advanced Malware wuu Cloud-Based 7 14 imaluladuuy
Sandbox LW Eﬂfliiu‘u Malware Uszianlni (Zero-day Malware) galadily Slgnature UINOU UAY
aun50a479 Signature 4wt elddestuszuuiadeteldlnednludd w¥ouwudns Report
srwazBuaMsYeYes Malware finsawuld

oc.@m @11U150911 SSL encryption/decryption Wi ons93unard ety Malware
lagd1u15aLa 9NN encrypt/decrypt 1@ w13 Source/Destination IP Address, URL Category
Indusgatioy

ox.0& TLUURBIEIN5NTIVE0Y Traffic N151791uNNn Application ffin9d eusia
ieiFenldauangldanuld Tnefianuawnsalunisaiuau Applications wuunenges wu Block
upload, Attachments waz Posts n1e'lu Application "Lmsaum:ummmmsﬂiumﬁﬂaqnum'ﬂ‘lmu
Non-Web Applications st

o0& 5095UNTANRS Agent dmfuiadpsgnineaiiiodifunisifrldauldiduluna
Foulafifmun (Policy) saufisdafiuuiuneng 4 veaeiosgning ensaadeunrumionlunis
L‘?J'ﬂfﬁmumauﬂ%qgmiw 1ny Agent é{’m%’uLﬂ‘%'aagﬂ°zhaéfaﬁaﬁuﬂ'ﬁﬁﬂﬂzwuszuuﬁﬁﬁami Apple
macOS ay Windows eo, e 1@

o.ob STUUABITEITUNMsEUSuFmuiadlFaumans « Application 4t (Single-Sign
On) wazawsald eunafusyuudugudanud u 9 1y Active Directory, SAML, Multi-Factor
Authentication (MFA), Local Database Authentication 1)

oo dNTaRTIvEBULAE A MUAlaUELIoeiTnng VPN danlussuuiiteldau
Application Taeivruaulauienislguain Operating System, Antivirus Version, Host Firewall
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oX.0m IUU...
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ox.0= S¥UUANTAYIN DEM (Digital Experience Management) waga1119a Monitor
end-to-end valdaumiean Devices LUgs Application ol wazilsenudoluilfifussneles
Application Experience Details
ox.ec.a Application Performance Metrics
ox.e0x.b Path Virtualization
ox.er.m Device Health Metrics
oo Device Details §ai) 0S, CPU, RAM, Storage wae IP Address 1lustintios
ox.ox @NN0LINABY (Notification) &ﬂ%mulé’tumzﬁﬁmmaauwuﬂzgm‘iumﬂ‘ﬁmu
vl Tnwausoudadiouludigunsalveslilaldu Poor WiFi quality, disconnected WiFi, High
cPU Jusu
ex.wo @113 Monitor application WUU Synthetic Woldlunsdesnent User Experiences
WUy End-to-End 161
oo HsyUUUIMIINNSWUUTINALY (Unified Management) flannsnudmsdanis
ulsvgmaasadesmiugunsalinmeanuuasadeuuiaiedns (Firewall) d1msuU Internet Zone
Tavuniheeulvalneliu

wo. FLUVUSUITNITIANISHAZABUAUDIABABANATNLUUBATUTA (SOAR: Security
Orchestration Automation and Response) $1191 @ %UU uinzsvuiinuidnuaizeslion deil
bo.o Wuszuuil Qﬂaanu:u*umLﬁ"aiﬁ’mmaau’%mﬁmmsLLazmauauawiamqmﬁaiﬁ’a
fqﬂmuﬂ"Lﬁm‘fuuuizuuLﬂ%‘@‘d’mﬂauﬁaLmaﬂéﬁ'asjwé'miuﬁﬁ (Security Orchestration, Automation
and Response: SOAR)
bo o 5xUUTILALBYZEBel Machine Learning sngelunsliduuziduneulunis
siunslifudquassuudmiummmsaimalaves Tasaunsoueumnsnuvesindinsziuay
fddlunsadunisle
wo.a @MNF0LTNUSEUY Playbook Wuu Drag and Drop ¢ Iaeilguuy OOB (Out-of-Box)
Predefined Connector 1111# LLaz’g‘LJLLU‘tJmiﬁ"QmSLLUUé'quﬁ?] (Predefined Automated action)
bo. intiasuanina (Dashboard) fianunsausuussAnsanNad s ulnnsz
sEUUAzEAuaTE Ul
bo.& @15avN1TIEN (Import) wazdsesn (Export) gUlkuuwes Playbook I
bo.b A@N15AYNITASNNTEUINNTYIURB UAUBIRBWANTTA (Playbook) Lag
Bonldulinuuusalui® wazfnunios
wo.e @11150Y1ANTET N Playbook ¥ethationsisil
bo.o.e MIdenldnu Playbook fideuiuld
wo.oo M3fmualeuluuargy
wo.ai.on Mivgavidesiunsredleindefinnaalu Playbook
bo. annsarnsiiudenaluguuuy Snapshot titerinisgioundu (Roll back)
Tunsdlf Playbook Lﬁﬂﬂmmﬂﬁ #58n15911 Playbook Version History

bo.® d11190...

- o v @ v v Y a & a €
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bo.« ALNTAYNSSIaBITuneuTas Playbook iilenaaaunsvienlé
bo.0o annsndeulssiugunsaiduangrannieuen (ard party) iumsiEentd AP
wo.ee i Report tiaz Dashboard Lans Az BunathatosRi
bo.06.6 31U Active Incident WanualuuaazuuenUsELANAIY Incident
Type way Severity, Owner, Phase Wag Closed Reason
wo.ee.lo 91U Incident luisazaauzingieglu Detection way Remediation
SLA fifvu
wo.06.m FIUNTHAANII1UIU Indicator Tuangian usnauyseian wu IP,
URL, Domain du 9 wazhan®1l Reputation
0.06.€ TOI5UNTWANITIUIY Indicator TuY29287 WENAIUWNAS Threat
Intelligence
wo.eb ssuuﬁﬁ%auaﬁmaeﬂuﬂdu Overall Leader 984 KuppinggerCole Tuav®
Security Orchestration Automation and Response (SOAR) U521 bobe M%@?Jﬁ"]?jﬂ

Lwe. FTUVUINITHATASIGDUNISLANAIINAEUBN (Attack Surface Management)

U @ TPV Usazsruuinadnumzegtioy ot

©6.6 mmsmzw%’wéﬁuﬁgﬂwm (Asset Inventory) fiimsdoansun Intemet MiAgIfas
AUNSIAUSNNSVRIMUIB91U 191 Domains, Responsive P address, Services, Websites, Certificates
waz Cloud Inventory 16 wiouaue License Asauagu Asset 911nuliitoendn b,0oo Asset

we.lo i} Compliance Dashboard ffuanasgiw NIST 1uegaiey iefiuansnnuidenle
yastlymiiu Compliance Frameworks 1ng Dashboard wieni) sfudesiadwuanuddniumssnm
anuvaenafemsleuasidiamiuidsg

we.m @AMTATTYNITIAUINISVOMINHEFUA 9 1u Services, Port Adnsldau uaz
szyvestwiluguuuy CVE 984 Service 1 4 I

be.< @13150 Integrate workflow LN USEUUNISUTUI5IANISAU Cyber Security
workflow Tgognaiiuszansnm Tnevhausauiusyuusig 4 feil

bo.<.0 U SIEM U8ansuiiiu
bo.clo 52UU SOAR finauelulasens

bo.¢ ANTaYIBMUAIATLULUsHEuAILE saLUULIUS sUL UL AeTRS g U
Attack Surface Management vasamavnssuUszIAMLAgIiula

we.o annsatoriuldliglaufivih Domain take over 1a

6.6 mmmsz‘qizﬁ’ummﬁ'ﬁmmﬂmmﬁwu (Priority) Wieliaanndasiuuloune
ANNUADAABTDIDIANT LLazsz@%’m‘iLLﬁ’lézJ‘i”JzymLﬁaawaum'}m?ﬁ'mﬁﬁﬂ‘ﬁu

bo.& @1NT058Y Certificate Wag Domain fifda Expire Wdn mo Tuld

we.« @11I0AUNT Alerts léﬂ,ﬂﬂmswu MITRE ATT&CK Techniques Wag Tactics

be.eo SAAluNSAUM Service Tval 9 vosthenu sgdey o nSaretu

be.ee d@1H0...

a o 1% o v o Y a a <
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©6.606 mmmﬁumuasaﬂmuﬁagaL'?Ulszjéi‘uawmfmuashwial,ﬁaa
be.olo il Dashboard uaneanauiiintul 4 Mnansenui Asset MRgtoriy
PUILIU
dl o o aa d’l’ % - . o s 1 1
bo.em SeUUTMELaEINsaLuzd s nsudlulesdy (Remediation) A msutadlng
3DAMNULASINASIANULA

oo, 53UUSNEANNUARRSBd M UABUIMULLES (Container) MU & YU WAAZIEUY

finidnuaivaswioy ol

blo.o dnnsafuiunsnsrvdeulidlusunsuszuuau (Application) iesudunis
nvdeUNIIRIuAIUaeafeyedluifinsany wazudadeui earsandilunisusulge
viedndaslnineuthszuuiuldnuessld Tnedideanslunsnnaaeuldbidosnit wo Workload
%50 LHBUWI

blolo ANN905YAUALRINNNTES 1 Templates adlinfildlunsaing Infrastructure
(laC Security)

.o HTIFOU UaEuN Secrets ﬁgﬂﬂﬂ’ﬂu Repositories (Secrets Security)

blo.¢ @1ursansradeulndlusunsusruuau (Application) taluvagldau (Runtime
Protect) tiethelimisnuanansaihsyisesdmiuazdesiudoanauldnunseunsiiaun Cloud
Native Application Protection Platform : CNAPP Tagfiaanuansnsa laun nisdesiudeanaiu
(Threat Detection), N155 n¥1A10UaBAAN YULUU Host (Host Security), Container (Container
Security), Serverless (Serverless Security), Web Application waz APl Security (WAAS) Jueesiloy

oo ATI9AOUANALAB el uae License Compliance 489 Open-Sources fignijun
T9u (Software Composition Analysis)

bl ATREBUAIIAIATDslMIaNn Container Image WA¥AN Image registries

wlo.e @1U15091809N159191UUBY Application (Image Analysis Sandbox) Tuved
ey (Runtime) iitonsraseungAnssuitaziAntiunouiioziir Application fenaranldnunielu
s%UU Production Tagaunsavinaléiiu Docker container runtime Wuetsiiey

blo. @130uANIYaYa (Dashboard) AnTeiuredwiinsaanunigldnszuiunis
n1sun Application ImUéfmmmsaLLam‘ﬁaaﬂaﬁaﬂwdﬁmwwﬂué’wmxﬁL?iau‘[aqﬁ’uﬁal,ﬁsjmm
elfanansofnau (Trace) nansenuldmausidunsunisih Application infiassuazldamuuszuu
398 (Runtime n3atfisuvin) dounduluaudsnszurunislunisimun Application (Code
Repositories #39LilguL)

. F¥UU...

iﬂﬂamﬁﬂmmé’nwmsmwwﬂﬂiaﬂﬁ'i]"mv“v'mmswumﬁﬁﬂﬁqﬂstUSLﬁnwsaﬁné (DOL Smart Survey)
< o o ava v v v v = a g < o,
RIRG)] nsenseaunsUfuRnudunsiiiamesyouslanyseiing (Smart Survey) @l ke heha
3
’ UssUnIIuNs UG- NTINNTUALLAVIYNTT S
-
(wensw wnd) (UNATIYNNT] WaEI)



N /oo

. 3YUUATIIEBUNNSTUSUAIRULUURAN8UIT8 (MFA: Multi Factor Authentication)
$U @ 20U uRssTuUTiandnuzethatey il
bar.o 1JUTEUY Software as a Service (SaaS) 7 sonuuud M UIMnE19 ns19a0U
N158UEU WUU Multi-factor Authentication laglane
ba.lo @a131519 susaiuguteyay 1991 (dentity Source) ldun AD uaz LDAP
InPuedretion
wen.en @13150%11 Single Sign On VaKAMALY 16 warawnsayh SAML identity provider
(IdP) rhunamnasgullstanea SAML laiduegnatios
bn.e AN150ATIEOULATE LTUTIAUENET U Multi-Factor Authentication (MFA)
¥oehetiondsteluil
..o B70AMNLINADULAZYONITBUTUILUY Push Authentication
o< o d35aduduluy Passcode %38 OTP Wulunng Mobile Application
oo i Portal I9ldamuudmstanis Token dmsunuiedld Tnsdosiiamansnsadsd
om.&.e N3UD Register Software Token
ba.&lo NMINARBUNSIY Software Token
wen.5 il Conditional policy LﬁalsﬂumsmmaaU@‘Z%amminﬁmuﬂL’ﬁ.au"lfu \iesiin
msiddeesld Induededosdsd
bn.o.e Country
..l Authentication source
oem.o.en Known device
om.o.« Trusted location
wan.ed i Emergency Access Tiflfnuannsalddudusmlunsdfifldnudy Token 16
wen.e¥ 101509 Log 8913 Authentication Tukuu Real-time 16t
bm.« 9RBUAUD Software Token dmsurldvuduiulivesnit oo ya lavil
swanidundiel
..o U Software Token dmsuadnesialdrunsadies (One-time password)
bl 11U Software fiau13n Download 1¢an Play Store g App Store
d113U Mobile Device
b @safnsuazlduiu Notebook wag Mobile Afiszuudfvins
s o Ifuseheiosil
a) Apple I0S
b) Android
o) Microsoft Windows
d) Apple MAC OS
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loe. SEUUUEMSIANTS IP Address $1uu o U uiarssuuilgudnuazealios dail
be.o srUUivauefondu Hardware Appliance fieenuuuand miuszuy DNS,
DHCP wae IP Address Management
be.b unasagln (Power Supply) WUU Redundant #38 Hot Swap 31U b 1112
wazannsavheumaunuiulslunsdunassne ialadamilsldanusavihenléd
.o i3 usasgu FCC, CE, TUV, NOM, VCCl way CCC wiaiteuwin illuagnaes
be.@ AnaTRTuMsonsolaiete
bE.c.o ANBSH @o/aco/e@oooBase-T MuUlUBINI b WoTH
b <o finesndmiuusmsdamsaunsal (MGMT port) $mnuliidesnin e wesn
be.c.m ANBIAFIMTUNITVNIU HA LUV @o/e@oco/e@coo Base-T 31UU
laideunin @ wosn
be.& @NIaWIUSN1S DNS, DHCP, FTP, TFTP wag NTP atlustnatioy
.o @111505995U DNS Query 1alaitiaanin me,e&o Queries per Second Wa
58950 DHCP Lease lalitinonin b Leases per Second
oo @NITNNUAY IPve Uag IPvo dwisu DNS, DHCP wag IP Address Management
be.® @11150UINISIANIS IP Address laludnwuz Schedule Discovery
b @1015019UNU DNS Record wuu A, AAAA, PTR, NS, MX, CNAME Wag TXT
Iaduedneiey
be.0o @11150%7 Access list W30 Rule 3o Filter Ul DHCP vl on589n15318 1P
Address fnetiewuluain MAC Address uaz DHCP Option 38910 DHCP Fingerprint Lusthsifes
be.oo @1N50MMUA Custom list 191 Whitelist uag Blacklist voslamuiuale

e, sruuiaiiudioya Log 91171 o s2uv udazszuuiinudnungegnaen fil

be.e Wugunsal Appliance M‘%@égﬂﬂsﬂjﬂauﬁama%ﬁlﬁmmgm AUNTAAUTIVUTI
winnnsed (Logs or Events) ViLﬁﬂ%{ﬂuqﬂﬂiiﬁﬁL‘fJu Appliances Wag Non-appliances 11 Firewall, Network
Devices 7114 9, sxUUUuAms, svuu Application, szuutesedis wazszuugiudeya Wudu laliddn
uugunsalsiasruy

b&lo aunsadaiiudeyainanisalnedund (Events per Seconds) leilidasnidn
bo,000 EPS uaziiiu Log lalidesnin co Tu

be.a SszvumaidnsadoyaiiteldBudunugniesvesdeyaidniiumumasgu
SHA-bé&o

b&. @11150LA U Log File Tuguuuu Syslog ¥999UNsal 14U Router, Switch,
Firewall, VPN, Server (s 1

b&.& @UNTAVIMITIANITUNTAIHIUNNTEIL HTTPS, Command Line Interface
wae SSH 1¢1

b&. D {#1H170...
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bbb @nInIaLiv Log file Ifgndas assmunszsvdyafididrenisnsziiie
Reafureuiiames atuiifinateduld Tagldsuseaunasgiunsdaiiuuasinvamanasasivves Log
File fildunnsgiuveseuddidnnseiinduasaeuiaimesuvienid (uAe. coom.e-bdoo) sy

be.o annsadnsavestoyn Log LU AES b, AES-elos way DES lldusd1wiey

be.c 5935UNsHILAaY (Notification) "l:dmwﬂLLasyUULuaummmimmammaulm
flasaliviemnnsaiinunfivessngunsaling E-mail uag Line Notify 1o

b« sTUUTTdLTBIMITBNURans Az ToyaTiaunsavhauuy Appliance
1RenA (on-box reporting)

b&.eo annsadieenjUuuusisanluguuuulid PDF, CSV 1d

b, YanALITsTUUAUNUIEAlLLRA (Chatbot) ﬁqmauﬁ'ﬁasjwﬁaﬂﬁaﬁ
oo.0 dunsoulsnguildanlfegatios fail
- Bwhiinsufiudiunans
- wthiinsuiiauusgsdninnuiiau
- Usznvugvesuuinig
bolo Sansteyadldeusyuu wazgreaziBuateyagldnu
o.a @NsIANISANSVRldesEUULA
bo.« dnsaasusaiiule
wo.¢ ansaliduInu (Al CHATBOT) fudrsdsdauazidmiiifidsadedunis
Aumdaya seilgu wuamemsUua wazivensuiladginu I
oo 1Msiaiu Log nstnlgnu
oo SEUUTiEuedeadiu Web Application Insfipsaninsaldinuuussuufuinnig
Linux $138 Windows &
bb.c S@ﬂ%’um3LLaﬂ\1Nauu1QﬂqUﬂiﬂiLLUU Progressive Web Application
ob.« 19995UAAMY (Question input Box) Waslanifndy (Answer Box)
bb.eo 509TUMIAUMTeyaLaznsaneulunwing wie Awisngy
bo.00 STUUTITIEefossasiumauiidoudi dannuidnusidlidesnit ¢ob
AIBNYIAND & AN
bbb s5UUT UEuedotansald eudeludnuay Application Programming
interface e
bo.om Hansnsldnurenduriigndesmungming lasflsveziaildnunaen
fynuazdnssesnasulseiu Tneanunsaldeamlésed
bb.om.e WiegnI1 b,000 Queries folhau
ob.enl hitaunin o,&oo Pages fvLioy
b.em.mn KieININ @,000,000 Tokens folfou
IuﬂimmwLauaimﬂwmmmﬂ'smmﬂflﬂﬁzmul,tmﬂmNmm/lmvmﬂ (\wu
Points 139 Credits) HLAUDIIANILADIUARITITATLDBANNSATWINL (Breakdown) Agaildinguau

Wu’JEJVlLﬁUE]&J"I"LJ‘Ll 5995URINTD bb.em.e — BD.e6m.m

o, SEUUIANIST...
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e, SEUUTIANTSFIUTRYA (DBMS) eflqnuantiosaiosdsil
oo WuszuudansgIudeuadsduius (Relational database) fldsunmsesnuuy
wnlsfannsaldenldvans 4 eumdeuiu (Multi-threaded) Ifegradiuiiteliansald@igmanedld
ool o I3psgnisannsaiensiolddsluslnneauuu TCP/IP uuuwanioslaile
oo AUUAYULINTFIUA € il
a) Open Database Connectivity (ODBC)/JDBC
b) ADO.NET
c) APIs for C, C++, Perl, PHP, Python, Ruby
ber.@ T995UNSINNUUUTEUUUHUAMS Linux, Solaris, Microsoft Windows, macOS X
Imduedeton
wel.& 5995 U Data types: Integers, FLOAT, DOUBLE, CHAR, VARCHAR, BINARY,
VARBINARY, TEXT, BLOB, DATE, TIME, DATETIME, TIMESTAMP, YEAR, SET,ENUM Jueeatle
oo @UAYUNITATN Index
oo $995UNSVNNULUY Database Replication
we.& 5895V IPvo
el @uayunsyh Transactional and Locking Statements w14 START TRANSACTION,
COMMIT and ROLLBACK 16
bo.oo Tintasdienuunsiinsesfumsieshatiosdsi
a) Data migration
b) Create Data model
c) Server Administration
bo.oe F033uMIdsestoyavuzigudeyardnhnueguazueundinduidseu
wazLleuld (Hot Backup)
ool @13150%1 Data Masking lalluedtioy
bel.om @150 activity record luguuuu Audit Log ldtlusgwiley
bol.oc @11150%1 Database Firewall lallusgetioy
ba.o@ 995U sdhsadeyare Algorithms RSA uaz DSA (Uueghitioy
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daudl e detmuanasReuludruniswanlusunsuuszand (Application Software)
0. vauwanazaululunswmunszuy

ASudneneaimulusunsuUsey n# (Application Software) luguuuu Web based Application
%78 Mobile Application I¢aszuu Android wie i0S Usvﬂaumﬂamauaamu

0.0 STUVETUAYUNSURURMUMAGUIY LWawwmiV‘U*uauuauumsﬂgummﬁuawwimﬂ
”LumzmaLsua:uiwuauaizmwiuwmsaummmﬂsamﬂunusuuwmm'}ummﬁaumLﬂm‘um
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