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CIA Triad ( Confidentiality , lintegrity , Availability )

CIA Triad

> CONFIDENTIALITY

Confidentiality means the prevention of
unauthorized disclosure of information.

Integrity means maintaining and
assuring that data cannot be modified in
an unauthorized or undetected manner.

Availability means information should
be readily accessible for the authorized
users i

https://www.facebook.com/1073371339383036/photos/a.3177650295621786/3305390916181056/<¢type=3




NIST Framework

&% NIST Cybersecurity Framework
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Threat Modeling

C & microsoft.com/en-us/securityengineering/sdl/threatmodeling W a & #

Threat Modeling

Threat modeling is a core element of the Microsoft Security Development Lifecycle (SDL). It's an engineering technique you can use to help you identify threats, attacks, vulnerabilities, and countermeasures that could affect your
application, You can use threat medeling to shape your application’s design, meet your company's security objectives, and reduce risk.

Define

There are five major threat modeling steps:

Validate Diagram *  Defining security requirements.

* Creating an application diagram.
Threat

| * |dentifying threats.

\ Modeling

\ * Mitigating threats.
\ / *  \alidating that threats have been mitigated.

Threat modeling should be part of your routine development lifecycle, enabling you to progressively
refine your threat model and further reduce risk.

Mitigate Identify

Microsoft Threat Modeling Tool

The Microsoft Threat Modeling Tool makes threat modeling easier for all developers through a standard
notation for visualizing system components, data flows, and security boundaries. It also helps threat modelers
identify classes of threats they should consider based on the structure of their software design. We designed

the tool with non-security experts in mind, making threat modeling easier for all developers by providing clear o Analyze those designs for potential security issues using a proven methedelogy.
guidance on creating and analyzing threat models.

The Threat Modeling Tool enables any developer or software architect to:

* Communicate about the security design of their systems.

* Suggest and manage mitigations for security issues.



Threat Modeling éaths

5 key steps of threat modeling process

L

@

Define safety
requirements

Identify the
likely threats.

Mitigating
Threats

4

Confirmation
Assessment of threat
s mitigation

Threat

https://www.wallarm.com/what/what-is-threat-modeling
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Malware: Malicious Software
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https://www.univention.com/wp-content/uploads/2016/03/Computer-Virus.jpg
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Malware: Worm
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Malware: Worm W32Conficker
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Worm:Win32 Conficker

Computers within a network that have

%uters that have unsecured/open

shared folders without latest security
update/anti-virus softwares are infected
with the worm.

Computer without a strong password,
secured shared folder, latest security
update or anti-virus software is infected
with the worm.

Computer with stron? password,
secured shared folder, latest security
update and anti-virus software is
protected from the worm.



Malware: Worm W32Conficker(1)
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Malware: Worm W32Conficker (2)
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Malware: Worm W32Conficker (3)
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Malware: Trojan (1)
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Malware: Trojan (2)
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Malware: Trojan (3)
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Malware: Trojan (4)
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Malware: SPAM (1)
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Malware: Phishing
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Phishing : isuam

1. EMAIL PHISHING nvsanaissiudiueg

2. SPEAR PHISHING mswasnansunnadh

3. WHALING PHISHING nvsanasynaasheny

4 VISHING PHISHING nawsonansrimades

5. SMISHING PHISHING nwawsonansuun SMS

6. ANGLER PHISHING nvsanaismslzidea

7. CEO FRAUD PHISHING msvaanasuuldanuge

8. SEARCH ENGINE PHISHING msvaanasanissasdiadism



Phishing (1)

1. Email Phishing
(MsvasnavuuuieBe Mmesmswiu wlaynsu)
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/ l\lA i
H

2 Spear Phishing 3

(msvaanavuuuisBy ﬂﬂmﬂ'umtw) e

L 2 i

2 iy M ||'“'I L] W og et 1 "-=-E~=Jd s . =i =l at B =i . . = o el o ! i
A7 SpEEII’ nudan "wen" wie "auln" gautdunis PhIShIHg NUAIUTUDDUUTINTU Spear Phlshlﬁg ilEﬂﬂﬁﬁiﬂMWﬂLﬂﬂﬂﬂﬁ'ML{hHM’lﬂLL‘U"LI"F‘H

Whawizizadludadmune laomatatitouldiilsuaninadiioontnaosnisunsnduussddr luarad lunnelussdng
]

AauszGulaudnswmaiail usninasazdawinisAuaimidayadiudd nuwssnguidesnislons e liidew ludwalinuenizianzasse
frypra afsanuieialituingsliu uaziduvinlimbavaadadiedunulime

AN5AVLNRA Spear Phishing

wiludunadua wazsluuudsnesvesdasliazdaainunainyanarianusdn uaziislalaass setgradu euanlddiua olay@gmail.com e
laUasuanuentne30199zl4 Olay@gmail.com dwmn feunazalulvanlna nsandnasnnagludiua

hitps://www.anftivirus.in.th/tips/ 1429 .html#spear-phishing



Phishing (3)

3. Whaling Phishing
(MmsvaanauuuisBe fhjalhienzavlufiyaraddey)
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Phishing (5)

9. Smishing Phishing
(MsuaanavuuuisBy dhumvioanudu SMS)
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Phishing (6)

6. Angler Phishing
(MsuaanalvnuuisBu slladuinangfinssumvlsifua)
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7. CEO Fraud Phishing
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8. Search Engine Phishing
(MsuasnavuuuieBu Aafvanuihlafionn wiavilodumn)

sUuuv Search Engine Phishing 1uwaila Phishing sunuuln fiaznnamiieaeidmaneiiunadwsnisAunivesnsesiioduni (Search Engine)
viso USn1sAunIUled Wy Google, Bing iy

waninafazasradvlednsudaiauadiuan, Usn19, Lanueans wiswiuduszmasuaTATIL antufeduwmaTinn1sUSULAIAS DIl oAU W38

#i38n41 "SEO (Search Engine Optimization)" lun1svinliiuvasuiiairsliuunfneglunadnsnisduniiigs ievinlimbevaudio* Aeuszidnly
nsantayadAeye)
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MsaulnA Search Engine Phishing
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MsaulnA Search Engine Phishing
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Phishing : ukeudies

Phishing vs. spear phishing vs. whaling

Whaling is a specific type of spear phishing, and spear phishing is a specific
type of phishing. Learn the differences below.

Phishing Spear phishing Whaling
A broader term that covers A type of phishing A form of spear
any type of attack that tries that targets individuals. phishing that targets
to fool a victim into taking high-ranking victims
some action. Does not have within a company.
a specific target.

https://www.techtarget.com/searchsecurity/definition/whaling

30 S MR RIMASHEWCHE H KO DOEE. STOCK, FOURL EAFL OVER® DDEE STOCK

» M021 TECHTARGET. A LL RGHTS RESERVED  Tech Iargvr.".




Phishing : ukeudies

THE DIFFERENCE FROM PHISHING AND WHALING

@ Target

Phishing Spear Phishing Whaling

- lLarge Groun of Peon Specific Person o Irganization
P Pl o) 2:58/537 « The difference from phishing and whaling >

What is Spear Phishing | Difference from Phishing and Whaling

https://youtu.be/JzoJelBdhul



https://youtu.be/JzoJeJBdhuI

Phishing : SMS

WARNING:
Be cautious when receiving unsolicited messages
and never download any software or tools
without verifying the source and checking

for authenticity.

User's Phone

Phishing SMS

Fake Login Page

Attackdr's Server

Attacker's Server

RAT Tool Phishing Website Login Script

Remote Access Backdoor

Backdoor Shell

atabase Access

Victim's Banking Account

WARNING:

Be cautious when receiving unsolicited messages
and never download any sofiware or tools
without verifving the source and checking

for authenticity.



Phishing : SMS
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Phishing mssunsaeindng

1. dang DOMAIN dsan udhn COMPANY.COM
» company.com

» commpany.com
» ccompany.com

®» compcny.com




Phishing

»\What is Phishing? — YouTube
®»Nttps://youtu.be/faQtHaDmrkU

B ¢aenariullans
»Nitps / #4dsn (FF,IELCHROME) / 9 CERT

® i i i Krungthaai.com
kblbank.com



https://www.youtube.com/watch?v=BnmneAjVrM4
https://youtu.be/faQtHaDmrkU
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Ransomware

Infected

Pay the Ransom

hitps://www.cattelecom.com/cat/content/787/216/CAT+cyfence+asnmmu+Ransomware+
wso+iaurszena la+a1ndu Ted ' ne




Ransomware

‘Wana Decrypt0r 20
Ooops, your files have been encrypted!

What Happened to My Computer?
Your important files are encrypted.
Many of your documents, photos, videos, databases and other files are no longer
accessible because they have been encrypted. Maybe you are busy looking for a way to
recover your files, but do not waste your time. Nobody can recover your files without
our decryption service.
Payment will be raised on B Can 1 Recover My Files?

51672017 00:47:55 Sure. We guarantee that you can recover all your files safely and easily. But you have
not so enough time.
ime Left You can decrypt some of your files for free. Try now by clicking <Decrypt>.
But if you want to decrypt all your files, you need to pay.
You only have 3 days to submit the payment. After that the price will be doubled.
Also, if you don’t pay in 7 days, you won't be able to recover your files forever.
We will have free events for users who are so poor that they couldn't pay in 6 months.

Your files will be lost on

How Do I Pay?

Payment is accepted in Bitcoin only. For more information, click <About bitcoin>.
Please check the current price of Bitcoin and buy some bitcoins. For more information,
click <How to buy bitcoins>. ‘

52012017 00:47:55

Time Left

And send the correct amount to the address specified in this window.
After your payment, click <Check Payment>. Best time to check: 9:00am - 11:00am

v
PAIT S e Mo Do e Td B aee £

Send $300 worth of bitcoin to this address:

129YDPgwueZ9NyMgw519p7AABisjr6 SMw
e [ checkpament [l eyt |

»

bitcoin
ACCEPTED HERE

Haw 16 b bt

hitps://www.al0networks.com/blog/wannacry-ransomware-uses-encryption-hold-files-
hostage/




Ransomware

s 112620K 22656 K 3676 Host Process for Windows S... Mcorosoft Comporation
e 1.120K 3952 K 3896 Host Process for Windows S, Microsoft Comporation
' 3580K 8828K 520 Local Securty Authorty Proc... Microsoft Comporattion )
- 1.352K 314K 528 1
007 9.128K BASAK 432
84 K 2784K 1148
1.140 K 5380K 2236
2.184 K 552K 512
127 63388 K 81936 K 2592 Windows Explorer Mcrosoft Comporation
| Everything exe 3800K 7012K 2784 Eventhing
wsched exe 1.032K 1888 K 2832 Java Update Scheduler Oracle Corporation
e VMtocisd exe 007 8,328K 15916 K 2840 Core Service  VMware, Inc.
- W Wy sxe <001 16876 K 21652K 4000
i ®WanaDecryptor® exe 241 2216 K 9972K 143%
¥ ' omd exe 1892K 233K 3820
= procexp exe 046 9.140K 19432 K 1120 Sysrtemals Process Explorer  Sysrtemals - www sysinter..
»  taskhave axe 0.02 15.380 K 23544 K 2952

cPU Usage 6.71% Commit Charge: 15.59% Processes: 49 Physical Usage: 30.30%

hitps://www.al0networks.com/blog/wannacry-ransomware-uses-encryption-hold-files-
hostage/




Ransomware

Pictures library

@Please_Read_M @WanaDecrypto Chrysanthemum Chrysanthemum,j Desert
e@ r@.exe pg.WNCRY

i

-
o
Desert.jpg. WNCR Hydrangeas Hydrangeas.jpg. Jellyfish Jellyfish.jpg. WNC
Y WNCRY RY
N | % - .
Koala Koala.jpg. WNCRY Lighthouse Lighthouse.jpg.W Penguins
NCRY

hitps://www.al0networks.com/blog/wannacry-ransomware-uses-encryption-hold-files-
hostage/




Ransomware

Name Date Tags Size
|| @Please_Read_Me@.txt 5/13/2017 1:45 PM 1 KB
@ @WanaDecryptor@.exe 5/13/2017 1:45 PM 1KB
__| Chrysanthemum,jpg.WNCRY 7/14/2009 10:22 AM 860 KB
U] DesertjpgWNCRY o 7/14/200910:22 AM 827 KB
desktop.ini 7/14/2009 10:11 AM 2KB
__| Hydrangeas.jpg.WNCRY 7/14/2009 10:22 AM 582 KB
|| Jellyfish.jpg. WNCRY 7/14/2009 10:22 AM 758 KB
__| Koala.jpg.WNCRY 7/14/2009 10:22 AM 763 KB
|| Lighthouse.jpg.WNCRY 7/14/2009 10:22 AM 549 KB
|| Penguins.jpg. WNCRY 7/14/2009 10:22 AM 760 KB
__| Tulips.jpg.WNCRY 7/14/2009 10:22 AM 607 KB

hitps://www.cattelecom.com/cat/content/787/216/CAT+cyfence+asnmmu+Ransomware+
wso+iaurszena la+a1ndu Ted ' ne



Ransomware

Austia=38KaNIA0 Ransomware

1. dhsavdayanieluindovAauidiaasatwaiaua Taensionifiudaualsiu
aUnsainlilinnsiBoudanuaauioInasKSas:UUIASaUNEDUA

2. dwlans:uuURuanis K3 Iwsdalkidudooduiauo

3. dwianlUsinsulavnulsa na:dusinsudu 9 agvoatiniaus

4. TinanavA wsaWalwadnnuuunfudivasnWavillisdn KSalunsulkavAu
5. [Uaunyhalkinis download file WU web browser

6. MSIBSTOUASIUAUNIUS:UUINSDUNE ADSATKUGANSIKWISIaNSauKkSoln(u

awnlwanoaowsndudovnlEinidu

7. Block Execute file D1naUnsead security

KUNEIKQ :nisthinsavnauunidonulkuuu TRAins Format doualuinsoviia:aadn
ssuuUfuanIsikuinUU

hitps://www.cattelecom.com/cat/content/787/216/CAT+cyfence+asnmmu+Ransomware+
wso+iaurszena la+a1ndu Ted ' ne




Ransomware

iJonouWIna4da Ransomware raghvls
1. 19N1ASOVNDINS-UUIASDUNE Tasdansiduiuoondn network na=luidouda

External Drive AiuIAS2LUU
2. KBaNSIBVILIASDVADUWIIADSIUNAUA 1a:KWTAINSOVADUWIIADS IWDSDNNS

asdvdouliasinukanu

https://www.cattelecom.com/cat/content/787/216/CAT+cyfence+asrswu+Ransomware+

wso+ilaussenaloFanduladlulng




Ransomware

P Pl o) o003/246

Ransomware @aa'ls

/ ETDA Channel .
XETDA Subscribe 35 ch ~> Share {4 Download
24.5K subscribers - i) ==

Ransomware faezls - YouTube



https://www.youtube.com/watch?v=vE-mFwXDcJI

Threat Actor |




Script Kiddie

Script Kiddie
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Hacker
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REGULAR HACKERS OF THE FSB 4

Of Ukraine

leadership of the FSB of the Russian
Federation in the Republic of Crimea
and the city of Sevastopol

18th Center
of Information Security
s < . Sklianko Oleksandr Mykolaiovych (05.08.1973) of the FSB
Mykhailiuk Leonid Volodymyrovych
(01.01.1970)

the deputy chief of the 4th section of SCO of the Department of FSB of the

b i F i in th lic of Cri he ci f '
the head of Department of FSB of the Russian Federation in the Republic of Crimnea and the city of Sevastopol

“Russian Federation in the Republic of Crimea
and the city of Sevastopol”

Kundikov Yehor Volodymyrovych
(08.05.1978)
Deputy Head of the Counterintelligence
Operations Service of the FSB of the “Russian SUBORDINATE ‘ ACCOUNTABLE
Federation in the Republic of Crimea and <
the city of Sevastopol”

Nosov lhor Valeriiovych
(15.1.1979)
the Head of the 4th section of Service Chernykh Mykola Serhiiovych (12.10.1978)
of counterintelligence operations (SCO) : e
of the Department of FSB of the “Russian head of the unit of the 4th section of SCO of the Department of FSB of the

Federation across the Republic of Crimea “Russian Federation in the Republic of Crimea and the city of Sevastopol”
and the city of Sevastopol” ‘

R B

< b

Starchenko Anton Oleksandrovych

Miroshnychenko Oleksandr Valeriiovych Sushchenko Oleh Oleksandrovych
(28.11.1985) (16.09.1984) (12.10.1989)
officer of the unit of the 4th direction of SCO officer of the unit of the 4th direction of SCO officer of the unit of the 4th direction of SCO
of the Department of FSB of the “Russian Federation in of the Department of FSB of the “Russian Federation in of the Department of FSB of the “Russian Federation in
the Republic of Crimea and the city of Sevastopol” the Republic of Crimea and the city of Sevastopol”

the Republic of Crimea and the city of Sevastopol”
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